INEXIOr ProdUCT OVEIVIEW . . . . . . e e e e 3

INeXtor: The INeXIOr SYStEM . . . . . . e e e e e 5
Inextor within the production ProCESS . . . . . . ... . i 6
Data flow within Inextor and the Inexto SUIte . . . . ... ... ... . 8
Inextor functional COVErage . . . . . ... .. .. . 10

Inextor: External and internal Codes . . .. ... ... ... . e 12
External codes from ID iSSUBIS . . . .. ... .ottt 14

External codes: Azerbaijan Codes . . ... .. ... ... 16
External codes: China CoOES . . ... ... ... . . e e 18
External codes: Congo COOES . . . .. ... . it 20
External codes: CRPT COUBS . . .. ... ...ttt e e e s 22
External codes: DLR COUES . . . ... ... e e e 25
External codes: Ecuador COES . . .. ... ... . . 26
External codes: Prosefa Codes . . ... ... . ... e 27
External codes: SAT COOBS . . . ... ..ttt e et e e e e 28
External Codes: Serbian COUES . . . ... ... . 30
External codes: Tajikistan CoOeS . . . ... .. ... 31
External Codes: TPD COUES . . . ... ... e e e e 32
External codes: UK COOBS . . . . ... ...ttt e e e e 36
Internal codes generated DY INEXTOT . . . . .. ... 37
Code generation and enCryption . . . ... .. ... ... 38
Secure digital COOES . . . . ... . 40
Codes and code ordering flow . . . ... ... . 42
Codes and code ordering flow: Code States. . . . ... ... .. e 44
Codes and code ordering flow: Code workflow . . . ... .. ... . ... . ... 45
Codes and code ordering flow: Azerbaijan codes. .. ... ... ... . . . . 46
Codes and code ordering flow: Chinacodes . . . ... ... . . .. . . . . . 48
Codes and Code Ordering Flow: Congo COodeS . . . .. ... . it e e e 49
Codes and code ordering flow: CRPT codes (OMS) . . . ... ... i 51
Codes and Code Ordering Flow: DLR Codes . . . ... ... ... . e e 54
Codes and Code Ordering Flow: Inextor COdesS . . . ... ... ... .. i 56
Codes and Code Ordering Flow: Ecuador Codes . . . ... .. i e 57
Codes and Code Ordering Flow: Mexican Codes (SAT) . . . ..ottt i 59
Codes and Code Ordering Flow: Prosefa Codes. . . ... .. ... . ... 60
Codes and Code Ordering Flow: TPD Codes . . ... ... ... . i 61
Codes and code ordering flow: UK COOES . . . . ... .. e e 62

Inextor: Production reqUIremMENtS . . . . . ... ... . 63
Manufactured product, production orders, and ECR'S . . .. .. ... ... . . 64
OB AT . . . . 67
Manufacturing market CONStraint . . . . ... . ... ... 71

Inextor: Serialization . . . ... ... ... 72

INEXIOr: PriNtING . . . . 73
Templates and [ayOUtS . . . . . ... . e 74
Multiple regulation produCion . . . . .. ... .. 79

INeXtOr: AQOregation . . . . ... 81



inextor Navigation Map ™ . . . .. ... 82

Complete LifeCyCle . . . ... . 83
Install Central SyStem . . . .. ... 84
Onboard MAN/GOV . . . .. 85
Install Factory SyStem . . . ... 86
Install Line SyStem . . .. ... 87
Perform Product Integration . . .. ... ... ... . 88
Prepare Product Printing . . . .. ... ... ... 89
Plan Production OFOer. . .. ... ... e e 90
Execute ProducCtion . . . ... ... .. . 91

Verify COOES . . . . 92



Inextor product overview

Table of contents

Introduction

Purpose

Scope

Inextor within the Inexto SA suite
Document content

Reference Documents

Document Information Table

Document Type Overview
Classification Company Confidential
Document ID number INEX-POV-00001
Version Number v1.0

Owner @Michael Houlding

Lead Technical Writer - Engineering

Introduction »

Document INEX-POV-00001: Inextor Product Overview document, provides an overview of the functional capabilities of Inextor a product of the Inexto SA Suite range of serialization,
validation and track and trace solutions. Information provided will guide the audience in the understanding and use of the product when implemented onsite to support client business /
market needs.

Purpose @

The purpose of INEX-POV-00001 is to provide a top level overview of the Inextor product and its use within client sites / market sectors to support client business needs.

Scope @

The Scope of the document is limited to the use of Inextor a product of the Inexto SA Suite range of serialization, validation and track and trace solutions and outlines its function in
supporting client business needs.

Inextor within the Inexto SA suite »
@ Definition: Repository

In the context of the Inextor software, a repository is a central server in which data (especially codes) is stored and managed

A\ This is the theoretical model. In the real world, some deviations from the theoretical model exist.

Example: the Vault and Gate also report data to Repositories (DLR, CRPT).

Serialization Code Commissioning, Validation & Activation QA CheckManual Aggregation
Aggregations Palletization

»@)O»O i N8

Manul'af.turlng w
NEXTRACE ’

Tracing (Verification)"™ """

=




Document content »

A For Advanced Content Navigator for Confluence to display, you need to allow the app to access Atlassian products on your behalf.
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Inextor: The Inextor system

* Inextor within the production process
. ° Data flow within Inextor and the Inexto suite
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Inextor within the production process

Inextor and the production process

The production workflow is divided into four key phases where each phase is supported by the Inextor product. The below

information outlines each phase and the Inextor component used to support it

1. Production Planning - Vault and Gate
o Prior to production commencing of an Item, a Production Order (PO) must be created. A Production Order references the
item itself, the quantity produced, the dates of production, the production line setup, the market and other relevant
information. The Production Order's composition is configured on the Gate.
o If external codes are used an External Code Reference (ECR) is computed, in order to be able to optimize the use of codes.
o From the creation of a PO a forecast is generated and sent to the Vault to requests codes (regulated market only) for the

number of products to be produced within the PO.

2. Serialization - Vault, Gate and Liz
o The Liz generates and prints a unique secured code on each product during production. The Liz sends production batch
information to the Vault via the Gate. Together with this, the Liz's provide manufacturing information, including date, time
and location of manufacture, volumes produced, brand information etc. This information is automatically uploaded to the
Vault.
o Inextor uses algorithms and processes, providing full control and protection over data. All information coming from the Liz
is digitally signed by government trusted certificate in order to provide non-repudiation and ensure integrity of the data

generated. Sensitive information is encrypted so only the Vault can read it.

3. Aggregation - Vault
o During production the aggregation acquisition hardware verifies all codes and associates the Inextor codes of packaging
units with their container packaging unit code. This information is later processed by the aggregation server located in the
factory to extract only relevant information for the aggregation and sends it to the manufacturer Tracking and Tracing

Repository (Vault).

4. Reporting, validation and checking - Vault
o During distribution, the Tracking and Tracing kit capture the product movement within the supply chain and sends this
information to the Tracking and Tracing event dispatcher that will ensure that only the relevant manufacturer Tracking and
Tracing event repository will be notified and received the event information under its jurisdiction.
o If a governmental Vault exists, the Government can access product information using the Vault system at any time for all
products. Using the Tracking and Tracing portal, government has access to all Tracking and Tracing events stored in the

manufacturers Tracking and Tracing event repositories.
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Figure 1: Inextor within the production process



Data flow within Inextor and the Inexto suite

Inextor within the Inexto Suite

Inextor is located at the beginning of the data flow process within the Inexto Suite. It is the primary product that
requests/generates codes to begin the serialization process so that track and trace is possible with the remaining products of the

Inexto suite.

The below image depicts the flow of data from corporates systems and governmental systems through the Inexto Suite starting

with Inextor.
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Figure 1: Data flow within the Inexto Suite




Inextor functional coverage

Coverage of the Inextor modules #

Inextor's role {Secondary role] { Out of scope* J

* Other modules of the Inexto Suite have the primary role

Level 5: OE;';;‘;";'E':O] D UID# Mobile Govemment
Network level pnetwo k authentication exchange authentication reporting

i ERP Business
Level 4: . . Event
. (with native UID manager process
Enterprise level . manager L
connection) monitoring
Level 3: ID Message Manufacturing
ID Manager Message hubs
Site level / serialization manager hubs execution ¢ ¢

o
= c
= 0
3 a
Level 2: Machine 0 Packaging E
Line automation control 3 line system =
-
c ]
o (]
2
Level 1: Barcode Label Barcode Handheld
Devices printer printers printer scanners

Coverage in terms of business capabilities
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Inextor's role
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Inextor: External and internal codes

Code classification and code states ¢

Within the track and trace industry there are two types of codes used for the purposes oof serialization, validation and track and
trace, these codes are classified as:

o Internal Codes
o External Codes
External codes have a validity period and must be used within this period otherwise they become invalid and cannot be used. The
result of lost codes is a direct financial loss to the client as external codes need to be purchased from the ID issuer prior to use. It

is therefore essential that the purchase of any external codes is linked to the production forecast to mitigate any potential
financial loss to the client.

Both external and internal codes can be assigned changeable statuses to inform the client the current status of the codes within
the production process, the status is also required by Inextor so that the software is able to handle these codes properly. The

changeable status values are listed in the below table:

For a detailed description of each code status, reference document CodeStatuses_VaultDb.

Code states have a hierarchy, and a new event will overwrite any 'lower' code state

State Description

Generated The code has been calculated on the Liz during a running
production, upon request from a client system which is usually a
printer driver.

For an external code, a CodePairing entry is also recorded
and indicates that the code has been consumed.

PushedToPrinter The printer driver has pushed the code to a printer.
Printed The code has been marked on the product.
Cleared The code has been deleted from the printer buffer, without

being printed.

Activated The code has been successfully scanned and is recorded as

'activated' (synonym : '‘commissioned" ).

Aggregated The code has been successfully scanned by an aggregation
system (e.g. Inexpress).

Waste The code has been recorded as rejected as not fit-for-sale. It
will be discarded.

0 Note: The code state is not displayed on any Inextor screen. This information is only stored in the database.
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* External codes from ID issuers
* Internal codes generated by Inextor

> Codes and code ordering flow
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External codes from ID issuers

External code requests from the Liz »

External codes are generated and provided by the ID issuer to Inextor through the Vault, unlike internal codes the Liz cannot generate these code formats and must request them from
the Gate at time of production.

There are two scenarios that the Liz will request codes for:

1. For various regulation codes (e.g. TPD, DLR and SAT codes) with the exception of CRPT codes, the Liz requests codes from the Gate at the point of production preparation. The Liz
receives the requested codes from the Gate and stores them temporarily in the buffer. The codes are stored in the buffer for approximately 20 minutes of production time to ensure
that production is not held back by short breaks in communications or in Gate availability. This means that the Gate must procure the codes in advance of production, the means of
which varies depending on the type of external code being used. The Liz requests more codes as production progresses so that the necessary volume of codes stored in buffer can
support production requirements. When the Liz stops production, it frees all unused codes it had previously reserved.

6. Chunk® sent:
ID Issuer 'A Codes se F Chunk* nn‘éd—ﬁ Code rE!““h? Production commences—s»|
L2 Code request: 1.POF

Figure 1: Code request process flow

2. For CRPT codes, code requests are sent from the Liz to the Gate then to the CRPT Order Management System (OMS) rather than to the Vault, for further details on CRPT code
requests reference document CRPT-Codes.

Chunk Status during production ¢
0 *Chunk: A chunk is a range of 20'000 (or less) consecutive external codes. This number is configurable within Inextor.

When batches of codes are received from the code issuer, they are divided by Inextor into chunks, in order to be of a more manageable size. Each chunk is assigned a status.

« At creation time, the status is Available.

When the Liz requests the chunk from the Gate, its status becomes Reserved.

When the Liz prefetch a new chunk, its status changes to Downloading.

When the Liz downloads the chunk, its status changes to Downloaded.

When the Liz is actually using the chunk codes for serialization, its status becomes InMemory.

When all the chunk codes have been used, the chunk status becomes Depleted.

If a chunk with status Available goes past its expiration date (see below), its status becomes Expired. More precisely, this transition happens either when trying to reserve it or when
the dedicated background job runs.

If a chunk is banned (see below), its status becomes Banned.

Chunk is banned - -

Chunk is required Chunk is downloaded Cliunk is being ased All codes inside the chunk

bythe Liz by the Liz e serializaticis by dhe Lig have been used

L i B et B e B e B o B

Chunkispastits

expiration date

|

— Regular stare cransition of chunks
<— Modificarion of a chunk’s stare

o A partially used chunk may have a status Available; however, the used codes in the chunk will be marked as such.

Banning Chunks

Users can ban chunks in order to prevent them from being used. In this case, the chunk status becomes Banned. Only chunks with an Available status can be banned.

14
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Reasons for banning chunks are, but limited to:

« Invalid format codes - change of format to the code so that they canot be used.

« Temporary ban in order to have the time to examine codes - when there is an issue with the code that requires investigation, for example:
o Problems with the code issuer
o Code issuer configuration problem
o Issue with the master data in the chunks...etc.

Users can unban chunks, which restores the chunk status to Available. This feature is restricted to super-users as unbanning invalid codes releases them back into production where
they will be used, making possible the serialization of goods which could potentially be illegal to sell.

Expiration Dates

Code chunks come with expiration dates that Inextor calculates based on the type of external code utilized and the date of receipt. Each type of external code has a defined validity
period. For further details, please refer to the specific external code information outlined in this section. Upon creation, each chunk is assigned an expiration date. Inextor regularly
checks these chunks, updating their status to Expired once the expiration date is reached.

Code Consumption

Before preparation, there are more codes than are required for production. During preparation, the requested quantity of the Production Order (PO) is reserved. At production start,
chunks are downloaded on the Liz to cover the prefetch quantity. During production, when the amount downloaded goes below the Liz Autonomy, reserved chunks are downloaded to
cover the required autonomy quantity. If the production has achieved it's planned quantity, but continues (overproduction), the Liz downloads chunks from the available stock. This

scenario pertains to the majority of external codes printed. The page on CRPT Codes outlines a unique scenario regarding the ordering of CRPT codes based on batch..
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External codes: Azerbaijan codes

The TNT system produces codes for Packs and Bundles. Only codes provided by TNT can be used in products for Azerbaijan.

The TNT system does not provide codes for Cases. INEXTOR-generated codes are used for Cases instead.

Concepts @

Excise order: An excise order is registered by the distributor on the TNT system, specifying the number of base units (packs). This order, after it is confirmed, can be used as a pool of
codes from which to draw to perform production. Codes inside an excise order are not restricted to a single machine, product or factory. An excise order can therefore be used for

multiple production orders. See Batch and Production Document below.

Product category: Categorization of regulated products. There is a single category for "Tobacco Products". A product category is further split into product groups.
Product group: Subdivision of categories. Each product belongs to a specific group that belongs to a specific category.

Emission Type: Each code emitted by the TNT system is either Retail (i.e. for domestic production) or Imported (i.e. for foreign production, to be imported into Azerbaijan).

Department: Production sites, warehouses, etc. In the INEXTOR scope, each Gate (Factory) is represented by a department in the TNT system, and that department must also be
registered as a Facility on the Vault.

Production Lines: Production lines inside a department. A Link Up or Machine in INEXTOR.

Products: All products must be registered in the TNT system. An aggregation hierarchy must be defined in each product, including packs, bundles and cases (but cases must be

excluded from code generation).

Batch: A batch is a quantity of pack codes (and corresponding bundle codes) that is withdrawn from the balance of an excise order for producing for a specific product, emission type

and department.

Production Document: In the INEXTOR scope, a production document is used instead of a batch to generate bundle codes for pack rework. The codes are specific to a product, and an

excise order is not required, as bundle codes are not charged.

Closing a batch or document: Closing a batch causes the number of codes inside the batch that have not yet been activated to be re-credited to the source excise order. It also makes
it impossible to activate any more codes from that batch. A production document is not linked to an excise order, but must still be closed, and codes that were downloaded as part of the
document can no longer be activated after closing the document.

Activation: Pack and bundle codes in the Azerbaijan regulation are implicitly activated the first time they are aggregated in pack-to-bundle aggregation.

System Overview »

Azerbaij an regulaﬁon @) Authorities approve excise
order (after payment, review, etc.)
(INEXTOR - INEXPRESS - INEXTRACK) —~
Vi
- Fora Domestic Production L1 -
scenario: Distributor and

(13) Report Aggregation,

Manufacturer are the same (1) Create an excise orderonthe __ ——— % Shipments, Waste
entity. TNT website e
- Items in blue are outside the " Maintaire: \ Close batches |
scope of the INEXTO Suite o Departments (facilities) (5)Createbatch \  grnhronice: '\ production docments
P - Production Lines {machines) or production Cexciseorders \ after they
- Numbered items describe [/ - Products document and - products have expired
( on the TNT website, download codes

sequence of events from code

ordering, to printing, to
reporting.
INEXTRACK
- Non-numbered items Maintain: 0
sepresent regular background  Economic Operators component
RS - Fadlities (4) Transmit code
' - Machines i
Manufacturer
O . O ©)creaeproductionorder | GATE ay
Q- ontheGate specityingthe | Factory 16) Codes ace Aggregation
(—ﬁ excise order to use, ‘component ;»:MIM' itted to the
- ¥
INEXFRESS
Factory
iesse -
are sent to
the line as: {9) Send code whitelist
preduction
gins
7 st ion on Liz PRODUCTION
— - e e e (11) Aggregation
= e e
. — PG
‘component.

« Synchronizing excise orders and products is done at regular intervals.
« Closing batches and production documents is also done at regular intervals, finding the expired batches and closing them.

« Maintaining master data is a user's task.

Sample codes ¢
Those codes comes from the QA environment.
Pack

e CHoDCTRrsTsfRP
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« B7TD8Lk1boUQii

o lzuBhxMGfQv08k
« ttRnNexAp2rVWB
« ql4DxyMsky8mAY

Bundle
d649ebbebb77¢c3b9717b
465b6aa49bad864f9e7f
ba48060cd8cb796d754f
881dfd099923e9ab489c
a06bdb5210235b00b66e

Code Pairing »

Azerbaijan codes can be virtually paired to codes of other regulations (see page Multiple Regulation Production).
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External codes: China codes

Concepts

Abbrevi Name Definition
ation
IRPT Industry Regulation Project Team The Team in charge of the IRS system in China.
IRS Industry Regulation System The Track & Trace regulatory system from which to order code and report track &

trace events.

STMA State Tobacco Monopoly Government agency responsible for national tobacco monopoly regulation. It is the
Administration same institution as China Tobacco.
ERMEELF

CT China Tobacco State owned tobacco manufacturer. It is the same institution as the STMA.
FEEE
Import agent The company importing tobacco products in China. The import agent is the one

responsible for ordering UIDs.

Access system The client system that request QR code segment to the IRS.
QR code segment Describe an order for UIDs. Name used in the STMA documentation.
Print-shop A printing company provinding the sheets of cardboard that are then folded into the

packs and bundles.

Workflow 2
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Figure 1: The structure of the Chinese tobacco market. Domestic manufacturers are all owned by the state.
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Figure 2: Simplified workflow of the data. One specificity is that some manufacturer sends the QR code for packs and bundles to

the print-shop. The Chinese code is pre-printed before the production starts at the factory.
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External codes: Congo codes

Concepts »

Id Issuer The entity mandated by the government to emit the UIDs. For Congo, it’s the AGENCE CONGOLAISE DE
NORMALISATION ET DE LA QUALITE (ACONOQ). The technical provider of the Id Issuer solution is

Dentsu International.

The Id Issuer offers a website and an API. The Vault use the API to order UIDs.

Code order A request for UIDs. It is created on the Vault and sends a request to the Id Issuer API. The code order is
completed when the UIDs are downloaded by the Vault.

The Congo code orders are found on the Vault with the other FCTC code orders (TPD, UK, WLN, etc...)

Production Order (PO)  Describes a production. The PO is created in the Gate.

A custom Congo tab exists to easily see and edit the Congo attributes. If the Gate detects that the stock
of compatible UIDs is not enough for the production, it will send a forecast message to the Vault to

request more UIDs.
Forecast A message from the Gate to the Vault requesting UIDs. Congo has its own type of forecast.

Chunk A package containing a group of UIDs. The chunks containing Congo UIDs indicates that the external
code type is CONGO.

Workflow »

1 The economic operator, facilities and machines must be registered on the website of the Id Issuer. This operation is manual,
but must only be done once per entities.

2 Once an entity has been registered, the registration must be manually copied in the Vault. The most important data to copy
are the EOID, EO Code, FID and MID generated by the Id Issuer.

See: B Vault FCTC Regulations: Economic Operators Vault FCTC Regulations: Facilities @) Vault FCTC Regulations: M
achines

3 When a production is planned, the user must create a production order on the Gate. This can be done from the UI or from the
API. The start date, the requested quantity, the linkup and the Congo specific attributes must be specified. Gate PO Tab:
Gate: Congo

The PO must be created in advance to leave enough time for the system to order UIDs. It takes 2 days for the Id Issuer to
provide the UIDs. In a hurry, the setting immediate delivery can be used. The Id Issuer will deliver the UIDs as soon as
possible, but the code order cannot be canceled. The setting can be set in the Congo tab or with the attribute
“CG_ImmediateDelivery* = “True®.

4 Gate will analyze the POs and the available Congo UIDs. If it detects that more UIDs are needed, it will send a forecast
message to the Vault.
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The Vault will convert the forecast into one or more code orders. The code orders will automatically request UIDs to the Id

Issuer’s API.

Once the UIDs are downloaded from the Id Issuer, they are stored into one or more chunks. The chunks are then

automatically synchronized to the Gate.
7 When the production is started, the Gate sends a number of chunks to the Liz.

8 The Liz extract the UIDs from the chunks and push to the printers the data.

API Website portal
5 ®
w Register Economic Operator,
@2 — facility and machines
=l
y
Manually copy registration
Request UIDs ¥ Copy reg
Download UIDs
@ Market manager
Y
Entity

- Code orders Add to req registrations
g Creation
=

Chunks

@ Synchronize Forecast @

|4 Plan production

Gate

Production planner
Chunks

@ Synchronize

N Chunks

@ U$s

Printers
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External codes: CRPT codes

This page contains an introduction to the system overview and the code ordering process in CRPT-regulated markets.

System Overview &

The following diagram shows a basic overview of the manufacturing systems used from requesting codes to reporting code usage data.
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Figure 1: System overview of software systems used in production

Description of data flow in Figure 1 (without Inexpress v2)

1. A code order request is sent from the factory to OMS (CRPT) using the Gate.
a. In this scenario, the Gate will upload codes to be signed by CRPT

N

. The code order request is saved by the OMS, and a response (with Reservation Id) is returned.

w

. Using the Reservation Id, the Gate will continue to request the status of the code order.

>

If the code order is accepted by the OMS, the Reservation Id will return a status of Ready
a. A status of Ready indicates the OMS has accepted (signed) the codes

b. At this stage, the manufacturer can start production
. Production is started on the Liz
. A request to the OMS is sent from the Gate to download the signed codes

. Codes are downloaded from the OMS to the Gate

o N o O

. The Gate will forwards chunks of codes to the Liz for production
a. At this stage, the Liz will forward the codes to printers and store the usage status (e.g., printed)

9. Code usage status is sent to the Gate by the Liz

10. The Gate sends a report to the OMS about the code usage and aggregation information.
Reporting and Alternatives

The reporting mechanism of the Inextor Suit can vary depending on the requirements of the manufacturer.
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For the reporting section, the following alternatives exist:
1. Scanner - Inextor (Gate) -~ OMS

2. Scanner - Inexpress — Inextor (Gate) - OMS

3. Scanner — Inexpress (v2) - OMS

4. Scanner - Third-party - OMS

In the following diagram, the lines represent the alternative ways a code consumption report is sent from an Acquisition System (scanner) to the OMS.

OMS

‘ ;

Inextor Qe Third-party
N

A

O O o) o

Figure 2: variations of the reporting system

CRPT Codes

The CRPT codes are hybrid codes: They are internal codes generated by INEXTOR and then sent to the government repository (OMS), which signs them by adding a signature string at
the end of the code (meant to prevent tampering). CRPT codes are thus generated, sent to the OMS, signed by the OMS and finally imported into the Gate (which sends them on to the
Liz) on the fly during production. There is no buffering. For a precise description of CRPT codes, see B Codes and code ordering flow: CRPT codes (OMS) .

More precisely, there is first a reservation for the codes sent to the OMS by the Gate, then the OMS confirms the codes are ready. When production starts (from the Liz), the Liz fetches
the codes on the OMS through the Gate. Report on usage and aggregation is mandatory, and therefore the use of INEXPRESS is required.

The workflow is the following:

1. Ordering codes OoMS v
+ (A) The Gate generates codes and sends them to o
CRPT to be signed (validation)
- (B) CRPT accepts order and returns signed codes

2. Downloading codes
= (€) Code download request is sent from Liz to

Gate, and from Gate to OMS
= (D) CRPT accepts download request and returns -

signed codes ¥ -
C—I :I Factory

Q CRPT codes lose their validity after 20 days.

The comprehensive description of the CRPT code implementation can be found on the CRPT-Codes-OMS page. The complete operational guide can be found in the CRPT Regulated
Markets Operational Guide.

CRPT Orders
Normally, CRPT Orders follow the same rules as other orders, i.e., "Orders based on PO" (see Codes: External Codes).

However, some customers are not ordering the complete amount of CRPT codes for a production before starting it. Instead, the Gate places orders on the fly, while the production is
running. This mode is called "Orders based on Batch".

When the "Orders based on Batch" is used, the production is started without codes. The creation of the Batch will trigger a first set of OMS orders, usually one of 90'000 pack codes
and one of 30'000 bundle codes. Once the number of codes Reserved, Downloaded and in Memory goes under the prefetch quantity, a new OMS order is generated. By default, the Liz
has a prefetch duration of 20 minutes and a TI max of 1000 codes/min, thus, the prefetch quantity is 20'000 codes.
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External Code Reference (ECR)
The External Code Reference for CRPT packs and budles is composed of the following properties:
ECR Name Structure ECR Sample

RussiaExternalCodeReference_  {GTIN}_{MRP}_{OMS_SC 00000046223715_012500_DefaultV2.0_Packs
Packs HEME}

RussiaExternalCodeReference_  {GTIN}_{MRP}_{OMS_SC 04600439938842_125000_DefaultV2.0_Bundles
Bundles HEME}

Note: Markets that do not require the MRP code (e.g., Khazakistan) use the {GTIN}_{OMS_SCHEME} ECR structure for packs and bundes (without the MRP code)

Code Quantity Presentation
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External codes: DLR codes

The DLR codes must be imported manually: the user in charge goes to the DLR website, orders the codes, gets a file and imports
it into the Gate (which then sends them automatically to the Vault).

A\ The difficulty to automate is that the products registered in the DLR system are usually not matching the products
registered in the Manufacturer ERP.
Consequently, an informed person from the Market Entity needs to pick the right product on the DLR web site combobox.

It is not unusual that the code file generated by the DLR web site will not match the products defined on the Gate, so the
file header must be edited manually before import.

€ DLR codes lose their validity after 12 months.

In the DLR regulated markets, the ECR (see definition in Forecasts) comprises the country, the product reference and the
production line machine reference, so any PO which matches that information can use the codes.

The workflow is the following (where MES is the manufacturer's Management Execution System):

The comprehensive description of the DLR code implementation can be found in the DLR Regulated Markets Operational Guide.

DLR codes are often used for code pairing (see page Concepts and Workflow Printing: Multiple Regulation Production).
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External codes: Ecuador codes

Two cases arise:

1. Cigarettes: The Gate orders codes from the ID Issuer (in this particular case, the Worldline company). The code structure is described in the document below.

2. Industrial beer and alcoholic beverages: INEXTOR acts as ID issuer and generates SUPI12 codes (see Internal codes generated by Inextor)
The Gate is also responsible for validating the necessary Ecuadorian production data supplied by the customer and putting it into the production order properties, in order
to pass them to INEXPRESS for further processing.

File Modified

> E Worldine Technical Proposal-T&T EC.pdf Oct 10, 2022 by Nathalie Chiva
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External codes: Prosefa codes

The INEXTOR Gate imports automatically the files of codes exported from PROSEFA.

PROSEFA batches and Production Orders transmitted to the Gate are mapped one-to-one, using the same identifier (order number). This allows INEXTOR to match the

imported codes with the production order that can use them.

x

Manufacturer
operator

Order codes
Create Batch
Execute Batch
Terminate Batch

Start PO
Stop PO
Close PO

Import code files

DTP Dedicated Server

The «INEXTOR Shared Folders»
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External codes: SAT codes

Data flow 2

The SAT codes are ordered by the Vault. The only information given out at order time is the manufacturer’s identity, the factory (Gate) and the quantity of codes. This means that codes
can be ordered without considering which product will be produced, only total factory production quantity is necessary.

Once codes are received by the Vault, they are sent to the Gate. The Gate uses them for production and then sends them back, together with the production’s precise information
(product, quantity, factory line/Liz), to the Vault.

The Vault then builds a report with all the relevant info and sends it to the SAT. The codes are then considered as legal.

The comprehensive description of the SAT code implementation can be found in the Mexican Regulated Market Operational Guide.

0 SAT codes lose their validity after 120 days.

Figure 1: Workflow

Connection to SAT 2

Direct VPN &
The recommended connection infrastructure is to have a VPN between Inexto's Azure cloud and Alestra's network.

For a brand-new setup, SAT require an Expressroute VPN. For existing setup, site-to-site policy-based VPN can be used.

RED MPLS
DATA CENTER SAT
RED MPLS ALESTRA ’
M- |4 MONTERREY EQUINIX
. / \ 2N\ \ e —————

Figure 2: The latest connection requirement provided by SAT.
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SAT Proxy &

If the customer has already a VPN configured between their network and Alestra, we can use the existing infrastructure. To do this, we need to deploy in the customer's infrastructure

the SAT Proxy. It will act as a bridge between the Vault and the customer's network.

For more details, see Installing the SAT Proxy:

brww | e | b it i

g el

o it S =l M =l B = 0 i

b Mg T

1
i
=
i

Figure 3: Simplified view of the data flow with the SAT Proxy.

Annex »

WSDL provided by SAT: https://apagaf.siat.sat.gob.mx/ws/tabacos-PacContribuyente/PacContribuyente?WSDL
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External Codes: Serbian codes

The Serbian market uses external codes for Packs.

Automatic code ordering is not currently supported. The codes must be uploaded on the Gate.

Characteristics of Codes Used in the Serbian Market &

The codes utilized in the Tajikistan market follow these characteristics:

Codes for Packs &

* Non-GS1 compliant, generated by the ID Issuer
o Machine readable format: {ID Issuer code: MF - 2 characters} {Serial number - 13 characters} {Product code - up
to 4 characters} {Timestamp: YYMMDDhh - 8 characters}

¢ Human readable format: {ID Issuer code: MF - 2 characters} {Serial number- 13 characters}

o Data carriers allowed are dotcode and data matrix

Code for Bundles &

Standard GS1-SGTIN, not generated by the ID Issuer

o Machine readable format: 81 {6TIN14} 21 {Serial number - 13 characters} <GS> 248 {up to 30 characters}
¢ Human readable format: (01) {6TIN14} (21) {Serial number - 13 characters} (248) {up to 30 characters}

o Data carrier allowed is data matrix

Cases &

Standard GS1-SGTIN, not generated by the ID Issuer

o Machine readable format: 81 {6TIN14} 21 {Serial number - 13 characters} <GS> 2408 {up to 30 characters}
¢ Human readable format: (01) {6TIN14} (21) {Serial number - 13 characters} (248) {up to 30 characters}
e 240 is optional

o Data carrier allowed is data matrix

Pallets &

o Standard GS1-SSCC, not generated by the ID Issuer
* Machine readable format: 80 {18 characters}

e Human readable format: (80) {18 characters}

« optional application identifiers are allowed

o Data carriers allowed are data matrix and linear barcode
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External codes: Tajikistan Codes

The market in Tajikistan uses external codes for Packs and Bundles.

Currently, the ID Issuer does not offer support for code ordering through web services. Therefore, the codes must be uploaded to

the Gate.

Characteristics of Codes Used in the Tajikistan Market &

The codes utilized in the Tajikistan market follow these characteristics:

Codes for Packs &
o Format: {GTIN14 - 14 characters} {Serial number - 16 characters)

e Example: 04870249811639aAVX6Qk25bd57ddf

o Pack codes do not adhere to GS1 standards.

Code for Bundles &
e Format: 81 {GTIN14} 21 {Serial number - 8 characters} <GS> 93 {Signature - 8 characters)
o Example: 8104870824981164621pAbpHOM2934d04a32d

o Codes for bundles are standardized under GS1.
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External Codes: TPD codes

© Definition: ID Issuer &

Inside European Union, an ID issuer is the issuer for all codes destined to the country and/or produced in the country.

Each country of the EU chooses one (and only one) ID issuer. Each ID issuer is provided by a supplier. Each manufacturer also chooses a Primary, which is a third-party repository, and
a single Secondary repository exists for all of the EU. There is no interaction of the INEXTOR software with the Secondary.

An ID issuer can, by law, take up to two working days to generate codes after being queried, which means that manufacturers must plan ahead.

€ TPD codes lose their validity after 6 months.

UID ordering and consumption in EU-TPD

AUTHORITIES Prerequisites:
0. the IN

S Code ordering process:

17,10 Issuer sends cods 1o the VAULT aftr latest 480

CENTRAL

4. Vaul creates ode rder 7,10 ssusr semds codes o the VAULT
ERP System & VAULT sends codes tathe GATE

SYSTEMS

‘Code consumption process:

9. Production Order is started via MES or manually on the UZ.
10. LIZ requests. codes from the GATE.

11, GATE sans Codes ot LiZ

8. Veult serds codes ko GATE 12 The LIZ pushes the codes 1o the pertes. Codes are prnted.

3 GATE sends foecasts 10 VAULT
- How TPD codes can be used:

Product frther named ECR [Extemai Code
Reference) nthe INEXTO sokton.

Please s as follows
D

e

Frodustcnlie  Workcenter

Product Type

eran

Gross

10, L1Z Requests codes om GATE Vitgoded e mieket 298 oy 1S0)
e shippng rute (268 county 150)

11, GATE sonds codes to LIZ mpertfrom cutsok EUGH)

e pescoen) 12 Piiting cades. 0 addon.

the torscast prnting. The
LIZ ey uses codes hot 1 o thet psticuiar ECR.

In order to plan production, the manufacturer creates a Production Order in the Gate. The Gate then checks if it has chunks of codes available to cover the production order, totally or
partially: Inside the Gate is a component called a Forecast Driver which tries to match the available codes to the Production Order by looking at the ECR (sublist of the Production
Order's attributes, see ECRs). The Forecast Driver then sends forecasts to the Vault for the Production Order if there are not enough available codes matching that Production Order. For

a more complete explanation, see Forecasts.
For the TPD regulated Production Orders, the ECR comprises approximately 15 elements.

The Vault receives the forecasts and tries to order the codes as late as possible, given the production start date (which is defined in the forecast) and a customer-defined parameter
which indicates the number of days to schedule in advance for the ID issuer involved. The number of codes the Vault specifies in the order is defined by the forecast, by the maximum
number of codes the ID issuer accepts in a single order (defined per ID issuer), by the minimum number of codes the ID issuer accepts in a single order (defined per ID issuer) and by
the number of which it must be a multiple of (defined per ID issuer). This means that sometimes the Vault has to order too many codes (if the minimum number is not reached or if the
number is not the required multiple) or to split the order into several (if the maximum number is exceeded).

© Example @

For ID issuer XZY, the maximum number is 100'000, the minimum number is 20'000 and the number must be a multiple of 5000.

« If the number of codes specified in the forecast is 155'000, the Vault will issue 2 orders: One for 100'000 and one for 55'000 (total: 155'000).
« If the number of codes specified in the forecast is 15'000, the Vault will issue 1 order for 20'000 (total: 20'000).

« If the number of codes specified in the forecast is 133'000, the Vault will issue 2 orders: One for 100'000 and one for 35'000 (total: 135'000).
« If the number of codes specified in the forecast is 103'000, the Vault will issue 2 orders: One for 100'000 and one for 20'000 (total: 120'000).

Each ID issuer has its own interface for ordering codes, so the Vault has one plugin per supplier in order to be able to issue the orders.

The Vault regularly polls the ID issuer for availability of ordered codes and sends them to the Gate when they arrive. If the primary code checks takes place (i.e., if that functionality is
enabled for the ID Issuer), the codes won't be released to the Gate until they have been whitelisted (i.e., checked and found valid).

All the codes which are ordered from an ID issuer are sent by the latter to the Primary. If, at control time, the codes are not in the Primary, they will not be recognized as legal, and so
the Vault checks for the existence of the codes on the Primary before sending them to the Gate.
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For each ID issuer, a code check strategy is defined: check nothing, check all codes, check every Nth code, or check 15t and last codes of received order.

If code checks fail, codes are put aside and checked regularly after that. When the forecast’s start date is reached and the codes still do not check out, the codes are blacklisted. The
not yet accepted codes are then regularly checked and emails are sent to the manufacturer regularly to remind them of the existence of the blacklisted codes or to inform them that they

are not blacklisted anymore.
If only part of the forecast’s codes checks out and another part does not, there is what is called a salvage operation which ensures the ‘good’ codes can still be used.
For more details, see page Codes Check on Primary.

The process of code ordering is the following:

1D
Issuer
5) Send code order request to ID Issuer 6) Polls for Order Status
4) Approve the order 7) Downloads codes from ID Issuer
3) Associate code order with ID ] 8) Vault checks code on Primary

Issuer Vault >

2) Generate code order forecasts

9) Downloads codes from Vault

10) Acknowledges codes from Vault
> Gate ) ge
11) Materializes codes

1) Create production order or stock

. User or Web service creates or modify production orders & stocks.
. Gate sends order forecasts to Vault based on production orders, stocks & its available codes.
. Vault associates order with the appropriate ID Issuer depending on order forecast information.

. If enabled on Vault, a manual approval can be necessary before the order is sent to the ID Issuer (disabled by default).

1
2
3
4
5. When reaching time limit, Vault automatically sends order to ID Issuer.
6. Vault regularly requests ID Issuer for order status (approved, rejected).
7. Once approved, Vault downloads codes from ID Issuer, order is completed
8. If enabled, codes are checked against the Primary
9. Gate downloads codes from Vault, the order is ready to be executed.
10. Gate acknowledges the reception of codes.

11. Gate materializes the codes (in order to speed up codes check).

The workflow is the following one (where SAP can be replaced by any manufacturer's Management Information System):

SAP

Production Order creation
GATE )

TPD codes requirement TPD codes ready

calculation
VAULT

TPD codes order TPD codes received TPD codes validated
PRIMARY i
Primary code check
[

ID ISSUER

TPD codes generation

Most ID issuer support automated code ordering, but in some cases, the manufacturer must manually download a file containing the codes on the ID issuer's site. The codes must then
be imported into the INEXTOR software.

The end-to-end process is the following:
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EU-TPD

1. Master data and production order provided to the GATE
recast)

4. 1D Issuer sends codes {0 the VAULT (lead-time up to 48h)

5. VAULT sends codes to the GATE

6. Production starts, LIZ reguests codes from the GATE

~ Follow production flow (from toblue|

7. Events reported to INEXTRACK

EXTERNAL 8. Events reported to PRIMARY.
A

2
M . 3. VAULT creates a code order towards the D Issuer

to INEXTRACK
SYSTEMS B. IDissuer sends codes to PRIMARY (via TPD Router, not shown)
C. PRIMARY sends information to SECONDARY

CENTRAL [ ®

the status is either blacklisted or unknown.

2. Codes to printer

Printing.of bundle and case labels is also done via the LIZ and not further mentioned. THE VALUE oF

The comprehensive description of the TPD code implementation can be found on the Code Ordering Process page.

Routing #
The relationship between the TPD router, primary and secondary repository, is not directly impacting INEXTOR, but it's interesting to understand how it works.

Country European Union

Id Issuer

Router Secondary repository

_ L
)

Inextor Primary repository PrimA

Tobacco manufacturer

The above animation shows a simplified view of the process to download codes, with an emphasis on the role of the router and two repositories.
1. Registration

a. Manufacturer register its company, factories and machines to the Id Issuer.

b. Id Issuer generates corresponding EOID, FID, MID.

c. Id Issuer sends the new IDs to EU Router and secondary.
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2. Copy of IDs
a. Manufacturer manually adds the new IDs in the Vault.
b. Manufacturer adds the new IDs in the Primary repository.

c. Primary repository tells the EU Router that data with EOID/FID must be routed to this Primary.
3. Unique Identifiers (UIs) ordering

a. Vault sends a UIs request with the EOID/FID/MID.

b. Id Issuer generates the UIs and sends a copy to the EU Router.

c. Vault download the UIs.

d. Router sends a copy of the UIs to the Secondary and manufacturer's Primary. It's using the info provided in 2.c to know which Primary should receive the UIs.
4. Primary check

a. Vault ask the Primary if it has also received the UIs. If yes, it will push the codes to the factory (Gate).
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External codes: UK codes

The code ordering process as well as production configuration (which content to use) are impacted by the UK regulation.
The differences depends on the scenario of production which relies on 2 main parameters:

¢ The market of production
* The market of destination of the product

The values of these 2 parameters determine which regulation applies between UK and EU and how code ordering and serialization are impacted.
The main impact is when both regulation UK and EU apply:

¢ Codes must be ordered both from an EU ID Issuer and the UK ID Issuer (except for Northern Ireland, which requires only codes from the UK ID Issuer).
e EU codes are printed on Packs

e UK codes are paired with EU codes and the pairing information needs to be reported to UK authorities (Dentsu Gateway system).
INEXTOR does not report the code pairing directly to UK authorities but, depending on the code pairing solution chosen by each manufacturer, INEXTOR can be
involved in building this information.

When only UK regulation applies:

¢ Codes must be ordered from the UK ID Issuer only.
e UK codes are printed on Packs.

The following table summarizes the different scenarios.

Production Market Destination Market UK codes EU codes
UK UK (without Northern Ireland) X
UK EU
UK Northern Ireland X
UK Rest of World X
EU UK (without Northern Ireland)
EU Northern Ireland X
EU Rest of World X
Rest of World UK X
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Internal codes generated by Inextor

Secure Unique Product Identifier (SUPI) Codes #

Internal codes generated by Inextor are called SUPI (Secure Unique Product Identifier) codes, for a detailed description of these
codes reference documents Code Generation and Encryption and Secure Digital Codes.

These SUPI codes are generated by combining three data sets:

1. A Liz ID (which is unique inside a Vault),
2. A time stamp which changes every minute (YYMMDDHHMmM)

3. A time index which distinguishes product items within the same minute.

This string is then encrypted (with an encryption key which is generated at installation of the Liz).

.. =.-.'. ..-.'= .'..'I =“.. [ ] - - “.:: »- - :“.i :“.-.
AR R LI SN 1) B A
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Figurel: Example of a SUPI12 code

Internal code structure variation &

Other internal codes generated by Inextor can follow different formats through scripted contents (see Concepts and Workflow

Printing: Templates and Layouts). These codes can be unique or not, for example:

1. Shift codes - codes which identify the team working at the time the item was produced.
2. Serial Shipping Container Codes (SSCCs) - 18-digit numbers used to identify logistics units.

3. Any other codes required by the manufacturer or the local authorities.

Code generation #

All the internal codes are generated by the Liz during production, at the time of printing, the Liz also reports to the Gate which in
turn reports to the Vault. It sends an update of the production status which contains the last time stamp (databaseld) of the
generated codes. There is no requirement for the Liz to send actual SUPI code properties, as Inextor is able to regenerate them or
verify them from the three data sets that compose a SUPI code (Liz ID, time stamp, time index).

The Liz also sends a whitelist report to Inexpress, reference document Aggregation for details.
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Code generation and encryption

Codes are unique

The generation algorithm ensures that the same Inextor serial code cannot be marked twice on different product items.

Codes are protected using a cryptographic algorithm impossible to forge »

The 12-digit Inextor serial codes are generated using "double key algorithm" cryptographic technologies, which ensure that
unauthorized codes cannot be generated without detection. Without the proper master key and volatile key, valid serial codes
cannot be generated. The master key and volatile key are shared between the Serializer (Liz) and the Central System
(Vault).Reconstructing secret keys by analyzing a substantial number of authentic codes is virtually impossible. TThis stands in
contrast to holograms and security inks typically used in paper-based solutions, which can often be replicated quickly and
inexpensively.

Code contains intrinsic information that identifies the origin of the product »

Intrinsic information can be obtained from the code itself without additional data storage as opposed to linked information which
is stored in a data storage. The intrinsic information contains a unique product identifier created from the serializer (Liz) identifier
and date/time. This identifier is combined with a digital signature created from the secret keys (master key and volatile key) for
integrity.

Code information is protected by encryption »

The intrinsic information within the code is protected using two distinct encryption keys. It is cryptographically impossible to
retrieve the encoded information without the encryption keys.

Intrinsic information is used for code validation »

The Serializer (Liz) keeps track of the unique product identifiers generated and the subsequent events happening on the
production (validation, rejection or aggregation). To be considered as valid, the codes must meet the below conditions:

« Its unique identifier must be registered by the Serializer (Liz) with a valid status,

o Any linked information registered during production must match the actual product,

« The digital signature must be verified from the secret keys stored in the central system (Vault).

Data exchanges between systems are secured

For maximum security, key data exchanges between systems are secured using a Public Key Infrastructure (PKI), whose root
certificate is held by the government at the central system (Vault). Only registered manufacturers providing valid authentic
certificates are allowed to connect to the central system (Vault). Inextor serial codes are thus secure against confidentiality and
integrity attacks.

The government is in full control of the system

Only the government, who controls the central system (Vault), can issue genuine keys (signed using its certificate) and can read
the information reported into the system by manufacturers. Therefore, manufacturers cannot mark codes without proper

authorization from the government. The government can deny at anytime the manufacturers ability to generate genuine Inextor
codes. A comprehensive access control system ensures that confidentiality of the data is preserved. Manufacturers will only be
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able to see their own information. The government can at anytime review the effective list of codes marked on the products, and
compute the manufactured quantities.

Codes are not stored anywhere in the factory ¢

Codes are never stored during the generation and marking process. The data is generated in real-time and promptly transmitted
to the coding equipment. This dramatically increases the security of the system as valid codes cannot be seen and therefore
cannot be hacked or extracted from the system. Also, this increases performance, reduces bandwidth consumption, and improves
system robustness by limiting the system dependencies. Not storing or transmitting the codes themselves is a key strength of the
system. Inextor requires that only the unique product identifiers are stored and transmitted. This ensures that manufacturers have
no access to a comprehensive list of the codes and therefore cannot steal or duplicate them.

Codes can still be applied on products even if network infrastructure fails »

The Serializer (Liz) will continue to transmit Inextor codes even if the network infrastructure is under attack or fails (i.e. due to a
local power outage). The Serializer (Liz) can keep transmitting codes for several days while being disconnected from the network.
Of course, the serial codes will not be fully authorized before the Serializer (Liz) finally restores its connection to the Central

System (Vault) and reports the unique product identifiers of the codes and the subsequent events.
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Secure digital codes

Codes are secured ¢

Each code is generated in real-time by an algorithm designed to guarantee uniqueness, authorization for product application, and
security in its seemingly random structure. These codes appear completely random, exhibiting no correlation between
consecutive products. Each code is marked as follows::

Hn .‘“. HHEE Hn [ HHE l'“l: [ - Hn Hn
o ORI DL S T 1 B
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Figure 1: Example of a SUPI code (Inextor code)

Licensing scheme #

All actors (economic operators), products and manufacturers must be registered and authorized by the government to be able to
use the system or any of its components. All manufacturers receive a digital certificate which authorizes their use of the system.

Line authorization »

Each Serializer (Liz) module installed on an individual production line must have been granted prior authorization to manufacture,
in the form of a master key containing generation parameters and authorization policies. This authorization certificate is issued by

the Central system (Vault).

Production authorization #

During production, the Serializer (Liz) continuously verifies the authorization granted to the manufacturer and the specific
machine for the given production run, and generates a unique volatile key that is only used for a given production run. This key is
securely stored and transmitted to the government, guaranteeing that only government-authorized systems are able to use it.
Both the government's master key and the volatile production key are required by the production algorithm to generate a valid and
secure authorization code.

Production information

The Serializer (Liz) securely reports all production information to the government online enabling tax verification and volume

monitoring.

Verification ¢

The government owns the master key and securely receives the volatile key. Therefore only the government can decrypt the
information uploaded during production by authorized manufacturers to validate manufactured products and similarly, only
governments can see all detailed information on manufactured product , manufacturer, production machine, and manufacturing
date.
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Reporting #

The government can also verify tax information, and monitor production volumes using the information reported by the Serializers
(Liz).

41



Codes and code ordering flow

Code format »
Codes are presented in two distinct formats.:

e Human-readable form (HRC): The code consists of a combination of numbers and letters that is easily interpretable by
humans. This code is generated by the software or provided by the regulatory authority, often accompanied by a timestamp
and additional information requested by the customer.

e Machine-readable form (MRC): TThis is the barcode. In the Track & Trace industry, the most commonly utilized two-
dimensional barcodes are DotCodes (DC) and DataMatrix (DM). These barcodes contain codes generated by the software or
received from regulatory authorities, along with a timestamp and additional information requested by customers. This code will
be scanned by cameras on the production line and will also be employed for various Tracking & Tracing events throughout the
product lifecycle.

Sometimes, other information (e.g. price) is printed together with the human-readable and machine-readable codes.

Code format examples »

The below table illustrates the two code formats defined above.

Image Description

DotCode (DC) printed on an Item and in pre-print format.

BEEEE B EEE B
._.-I-'l--.:.'-l-l ] PO )
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» ataMatrix (DM) printed on an Item and in pre-print format.

T2H MZ0 UAX 34X
We 40 & YW

Section content »
The following content defines per regulated / unregulated market the code ordering flow.

° Codes and code ordering flow: Code states

* Codes and code ordering flow: Code workflow

* Codes and code ordering flow: Azerbaijan codes

* Codes and code ordering flow: China codes

° Codes and Code Ordering Flow: Congo Codes

* Codes and code ordering flow: CRPT codes (OMS)
° Codes and Code Ordering Flow: DLR Codes

* Codes and Code Ordering Flow: Inextor codes
Codes and Code Ordering Flow: Ecuador Codes

° Codes and Code Ordering Flow: Mexican Codes (SAT)
* Codes and Code Ordering Flow: Prosefa Codes

° Codes and Code Ordering Flow: TPD Codes

* Codes and code ordering flow: UK codes

43


https://inexto.atlassian.net/wiki/spaces/S3RRG/pages/395832472/Codes+and+code+ordering+flow+Code+states
https://inexto.atlassian.net/wiki/spaces/S3RRG/pages/395828867/Codes+and+code+ordering+flow+Code+workflow
https://inexto.atlassian.net/wiki/spaces/S3RRG/pages/395830640/Codes+and+code+ordering+flow+Azerbaijan+codes
https://inexto.atlassian.net/wiki/spaces/S3RRG/pages/658964544/Codes+and+code+ordering+flow+China+codes
https://inexto.atlassian.net/wiki/spaces/S3RRG/pages/437420048/Codes+and+Code+Ordering+Flow+Congo+Codes
https://inexto.atlassian.net/wiki/spaces/S3RRG/pages/395806901/Codes+and+code+ordering+flow+CRPT+codes+OMS
https://inexto.atlassian.net/wiki/spaces/S3RRG/pages/395807873/Codes+and+Code+Ordering+Flow+DLR+Codes
https://inexto.atlassian.net/wiki/spaces/S3RRG/pages/395806538/Codes+and+Code+Ordering+Flow+Inextor+codes
https://inexto.atlassian.net/wiki/spaces/S3RRG/pages/395829851/Codes+and+Code+Ordering+Flow+Ecuador+Codes
https://inexto.atlassian.net/wiki/spaces/S3RRG/pages/395807955/Codes+and+Code+Ordering+Flow+Mexican+Codes+SAT
https://inexto.atlassian.net/wiki/spaces/S3RRG/pages/395830326/Codes+and+Code+Ordering+Flow+Prosefa+Codes
https://inexto.atlassian.net/wiki/spaces/S3RRG/pages/395808191/Codes+and+Code+Ordering+Flow+TPD+Codes
https://inexto.atlassian.net/wiki/spaces/S3RRG/pages/395812713/Codes+and+code+ordering+flow+UK+codes

Codes and code ordering flow: Code states

Codes can be considered from several points of view.

Track and Trace
This concerns only the Track & Trace business.
A code is marked as Invalid if the Track & Trace system has no information on it or its existence.

Otherwise, the system provides this information when queried, and the questioner must interpret the information as he or she sees fit.

Brand Integrity
This concerns the fight against counterfeiting.

To some extent, the code can substitute for the presence of copy-protection features. In that scenario, the security is based on the difficulty for counterfeiters to obtain a
large number of genuine codes. Brand owners will build the list of codes spotted on several product items (Blacklist) and the list of codes already verified (Verification
History).

By combining these two lists, the system provides a good statistical feedback and detects most counterfeited products.
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Codes and code ordering flow: Code workflow

During Manufacturing

After Ship Out (Logistics)
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Codes and code ordering flow: Azerbaijan codes

Introduction
Tobacco products sold in Azerbaijan must carry serialization codes that have been obtained from the "Track and Trace" system (TNT) of Azerbaijan.

Aggregation and shipping must be reported to the TNT system, up to the master case level (mandatory) or higher (optional).

ID Issuer
The TNT system offers the following services, via a web portal as well as an API that can be used for automation:

¢ Register entities involved in the production and supply of tobacco products: fiscal entities, departments (including factories), production lines.
¢ Register regulated products

* Create excise orders for product codes, which need to be paid for and approved by authorities

* Generate codes that must be printed on regulated products (from a specific excise order)

* Register aggregation, shipping and waste of regulated products

Coding

The TNT system provides codes for Packs and Bundles.

Codes for Master Case can be generated by the ID Issuer, but must still abide by the code format specified in the regulation.
Each level needs to have both a machine readable and a human readable code printed.

The machine readable code contains the same information as the human readable, as shown in bold face below.

The human readable can also contain optional elements which are shown greyed out below.
Packs

(250) f8f5d2ece9addW

e AI250: unique serial number, provided by TNT
¢ AIOT: optional, provided by manufacturer. It must match the GTIN registered on the TNT system for this product.

e AI21: optional, provided by manufacturer. To use optional Als, it is necessary that the code format is configured appropriately on the product on the TNT system,
otherwise the code will not be recognized when reporting events.

Bundles

- (243)12345678901234
(01) 04023500715224
(21) 457¢8f5d2ece9addW111

e AI243: provided by TNT
e AIO1: provided by manufacturer. Must be registered on the TNT system.
e AI21: unique serial number, provided by TNT.

e AI240, AI10: optional, provided by manufacturer. To use optional Als, it is necessary that the code format is configured appropriately on the product on the TNT
system, otherwise the code will not be recognized when reporting events.

Cases

- (01) 04023500715224
(21) 457f8f5d2ece9addW111

e AIOT: provided by manufacturer. Must be registered on the TNT system.
e AI21: unique serial, provided by manufacturer

e AI240, AI10, AI17, AI91: optional, provided by manufacturer. To use optional Als, it is necessary that the code format is configured appropriately on the product on
the TNT system, otherwise the code will not be recognized when reporting events.
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Codes and code ordering flow: China codes

Introduction »

Foreign tobacco manufacturers, that want to sell products on the Chinese market, must follow the Chinese regulation. It requires to print unique QR codes on the packaging levels: pack,
bundle and case. Currently, the products regulated are cigarettes and cigars. Taxed and duty-free products must both follow the regulation.

During manufacturing and logistic, events must be sent to the Chinese authorities.

Organizations »
The QR code are provided by the State Tobacco Monopoly Administration (STMA). The technical implementation is done by Tencent.

Since it's imported production, the tobacco manufacturer must work with an importer registered in China. It is the importer who will be the legal representative. Therefore, the importer
must create an account in the STMA system and register the products. STMA will provide identifier for the different entities, importer, manufacturer, products. STMA will also provide

credentials to access their system.

Coding »
The unique identifiers (UID) must be printed as QR code. The regulation doesn’t require printing a human-readable version.

The UID is a web URL. It starts by “https://”. It is composed of various parts referencing master data. For instance, it contains the importer code, the brand code, the product type, etc ...

Pack and bundle #
The UIDs for pack and bundles are received exactly as they should be printed.
The UID is made of 59 alphanumeric+symbols characters.

Sample

e https://y2wm.cn/99.1000.1/AC1006498001VIEWHW2T602US73TPANTK

Case @

The case UID must be created during production. STMA will only provide the serial number. The rest of the UID is composed of various master data (see figure 1).

hi Identification Code (70)
Cigaretie Business (61
‘Object En: Basic
e T | o (e e [ e ]

Start-End 115 16 17-25 26 2728 29 30 3135 3643 44-56 57 5871 1273 7475 76 J7-78 ;‘;“90
Length 15 1 3 1 2 1 1 S 8 13 1 14 2 2 1 2 18
example e /wmcn| 7 9910001 / ac 3 2 12345 | aasssess ) o1 o A X
Example : /22,1000,

Remark:

Character 1-15 No modification: Network Service Address in 15 Characters

Character 16 No medification: Forward Slash

Character 17-25 No modification: Identification resolution prefix in 9 Characters

Character 26 No modification: Forward Slash

Character 27-28 No madification: Cigarette Classification in 2 Characters

Character 29 No madification: Package Type (2-Shipping Case)

Character 30 No modification: Business Type

Character 31-35 SKU code generated according to product specification files by China Tobacco in 5 Characters

Character 36-43 Organization code assigned by China Tobacco in 8 Characters

Character 44-56 Product Barcode in 13 Characters

Character 57 Mo modification: Production Type (6-Foreign Brands Produced Oversea)

Character 58-71 Production Time (Year/Month/Day/Hour/Mins/Second-20230906132030) in 14 Characters

Character 72-73 Production Line in 2 Characters

Character 74-75 Printer Equipment Number self-defined by manufacturer in 2 Characters

Character 76 Production Shift self-defined by manufacturer

Character 77-78 Information self-defined by manufacturer in 2 Characters

Character 79-96 QR Code Serial Number in 18 Characters

The serial number is made of 18 alphanumeric+symbols characters.
The complete UID is made of 96 alphanumeric+symbols characters.
Sample

e HTTPS://Y2WM.CN/99.1000.1/AC3212345ABCD123485258229799736202408200801000101A0116 WZSW7BRRYIU4057T
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Codes and Code Ordering Flow: Congo Codes

Introduction »

To sell tobacco product on the territory of the Republic of the Congo, unique identifiers (UID) must be printed on the packaging.
The smallest packaging level must have a UID provided by the government. The other aggregation packaging must have a UID,
but it doesn’t need to be one provided by the government.

The technical provider of the solution is Dentsu, thus you will see similarities with the European Tobacco Product Directive (EU
TPD). Dentsu has put in place an Id Issuer, where the entities can be registered and UIDs can be ordered. The Id Issuer has both
a website and a web API.

o QA: https://idissuer.cg-pre.dentsutracking.com/

¢ Production: https://idissuer.cg.dentsutracking.com/

Coding »

Smallest packaging level »

The smallest packaging level is the one that doesn’t contain another packaging inside. It’s usually: packs, pouch, tin, etc...

The UID provided by the government can have up to 4 parts:

o Id Issuer identifier: A code that identify the Id Issuer
» Serial number: The unique identifier of the package. Two packages of the same product must have different serial number.

* Product code: The unique identifier of the product. All the packages produced during a production, usually, have the same
product code.

o Timestamp: The date-time at which the UID has been printed. Precision is to the hour.

When receiving the UIDs from the Id Issuer, it is composed of the Id Issuer identifier, serial number and product code.

During production, the governmental UIDs must be printed in a human-readable (HR) format and a machine-readable (MR)
format.

e HR: {IDIssuerCode}{SerialNumber}
¢ MR datamatrix: 5R{IDIssuerCode}:{SerialNumber}{ProductCode}{Date:yyMMddHH}
¢ MR dotecode: [FNC1]5R{IDIssuerCode}:{SerialNumber}{ProductCode}{Date:yyMMddHH}
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The IU code comes in three different versions:

+ upUI(s): The format supplied to manufacturers and importers.

+ upUl(L): The format of the code encoded by the manufacturer and importer in
the data carrier.

+ Human-readable: The format printed next to the data carrier in plain text, where
applicable.

upUI(s) ID Issuer Identifier Serial Number Eroduct Code

identifier (5 characters) Randomized (10 characters)

Figure 1 - upUl{s) format

upul(s): UpUl short identifier, format issued to the manufacturer or importer.
sample: QCCGA1qW3e4RtyUOHG)5
Length: 20 characters

wpuI(L) ID Issuer Identifier Serial Number roduct Code Timestamp

Identifier (5 characters) Randomized (10 characters) 15¢ Digits (8 characters)

Figure 2 - upUi(s) format

upUI(L): long upUl identifier, this is the upUl(s) plus the time stamp in YYMMDDhh format (
Y - year, M - month, D - day, h - hour).

Echantillon: QCCGA1qW3e4RtyUOHG} 522010101
Length: 28 characters

ID Issuer Identifier Serial Number
Identifier (5 characters) Randormized (10 characters)

Human Readable
Figure 3 - Human-readable format

Human readable: The human-readable version to be printed. The human-readable code
must enable an electronic link with the corresponding Ul code in the system.

Sample: QCCGALqW3e4RtyU
Length: 15 characters

Various formats of the QCCGA UID.

0 UIDs are valid for 6 months after they have been generated by the Id Issuer.

Aggregation packaging

For the aggregation packaging, the Inextor SUPI code can be printed.
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Codes and code ordering flow: CRPT codes (OMS)

Introduction to tobacco regulation in Russia @

In December 2017, the Russian Government introduced a law requiring that all tobacco products produced and sold in Russia must carry a unique serialization code.

These unique codes allow the Russian Government control over any goods sold on the Russian market by monitoring their movement in the supply chain.

Timeline @

The diagram below illustrates the timeline from the legislation to the adoption of the regulation.

Timeline of Tobacco Track and Trace in Russia

LEgIShUOﬂ Pilot Project Formation of CRPT Adoption Cessation
New legislation to serialize Start of first experimental C"":If::fﬂf:;i;:::;‘:’“a’ Experimental release Deadline for the distribution of
Tobacco products in Russia project movider 9y becames mandatery unmarked products
February, 2017 January, 2018 November, 2018 March, 2019 December, 2019
| | 1 Il
< ® ® . - >
L

With the introduction of this new law, all manufacturers producing tobacco products for Russia were now required to change their workflow as follows:

1. The manufacturer must generate a unique product code for serialization
2. The generated codes must be uploaded to the Russian ID Issuer for validation
o The ID Issuer validates codes by adding an extra 4-characters known as check digits

3. The manufacturer downloads the validated codes for application on their product

The ID Issuer authorized to validate the manufacturer’s code is referred to as The Center for Research in Perspective Technologies (CRPT).

About CRPT ¢

Introduction and Purposes &
CRPT is a private-public joint program of several shareholders approved by the Russian government to create a unified national track & trace digital system.
The CRPT, which is similar to its EU counterpart EMVO, is also the operator of the Chestny ZNAK (fair label) the national digital track and trace system.

Currently, almost a dozen product categories are already covered by the system, including drugs, medicine, fur coats, milk, tobacco products, clothes, footwear, perfumes, bicycles,
wheelchairs, digital cameras, and tires (see complete catalog).

By 2024, the system is expected to be applied for all commodities.

For the CRPT-regulated market (Russia, Kazakhstan, etc. - probably the whole Commonwealth of Independent States (CIS) in the future), codes must be generated at the factory and
then sent to the OMS (Order Management System), which is an intermediary (middleware) between the manufacturer and the ID Issuer (CRPT, i.e., Center for Research in Perspective
Technologies). The OMS signs the codes (by adding some information to them) and returns them to the manufacturer's repository. They can then be used.

CRPT codes lose their validity after 20 days: They cannot be printed on products manufactured after that time (if they are, the product will be considered illegal).

The official Russian Track and Trace directive can be found on the site of Chestny Znak. The CRPT organization and aim can be found on the CRPT site.

Codes for packs ¢?

The following structure present the content of the Machine-Readable code for the Packs

GTIN14 MRP Signature

14 Digits 4 Characters 4 Characters
Ex: 01234567891234 ABCD ABCD
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Codes for bundles

For the bundles, here is the structure, used by some tobacco manufacturers (JTI-PMI-BAT)

IN14 PRODUCTCODE
14 Digits 11 characters
1234567891234 FAXXOXKIK

Any element after AI 93 is considered as optional for the bundles and can be added by the tobacco manufacturers

The elements in Orange are master data that must be provided by tobacco manufacturers as part of the attributes of production order or manufactured products.
The elements in Gray are the serial number generated by the software.
The elements in Red are generated by the authorities.

So the software has to generate an internal code and send it to the OMS. The OMS then sends it back with an added signature. The MRP (Maximum Retail Price) must be added in
between. There are 2 scenarios, depending on the OMS version used:

Information Flow

The flow of the information is as described in the following diagram.

il M ]
i W it

OMS version 1:
The MRP must be added after receiving the signed code, between the internal code and the signature.

Example:

52



« Internal code sent to the OMS: 00000000001234Ym74k2D

« With the OMS signature: 00000000001234Ym74k2D5462

e The MRP is 125

« Final version, with the MRP added: 00000000001234Ym74k2D1255462

OMS version 2:
The MRP can be added to the internal code, and the concatenation sent to the OMS, which will add the signature before sending it back.
Example:

« Internal code with MRP (=125), sent to the OMS: 00000000001234Ym74k2D125
« With the OMS signature, final version: 00000000001234Ym74k2D1255462
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Codes and Code Ordering Flow: DLR Codes

For some markets, codes are mandatorily emitted by De La Rue (DLR).
The list of these markets is the following:

e United Arab Emirates

¢ Kingdom of Saudi Arabia
¢ Kingdom of Bahrain

¢ Sultanate of Oman

¢ State of Qatar

The tobacco goods must comply with 2 obligations:

e Bear a DLR physical tax stamp
¢ Be printed with a DLR electronic code.

As a first step, the manufacturer must order the appropriate category of physical paper stamps, that he will stick on the tobacco packs. This stamp order grants to the
manufacturer an Entitlement for electronic codes.

As a second step, the manufacturer will scan a datamatrix located on the boxes of paper stamps. To do that, they use a dedicated PC located in the factory, which is
equipped with a scanner. The scanning will allow ordering the same quantity of electronic codes against these paper stamps. The user will fill a form on the dedicated PC
and select the GTIN14 in a combobox that lists the registered products. The codes are downloaded as a file, and imported into the manufacturing system.

Because of this manual process related to physical stamps, the electronic code ordering and downloading to the factory is not automatable.

The code-stamp correspondence is not one-on-one: To a batch of codes corresponds a batch of stamps, and any one of these stamps can be attached to a package
bearing any one of these codes. However, these stamps cannot be used with another batch.

DLR codes lose their validity after 12 months: They cannot be printed on products manufactured after that time (if they are, the product will be considered illegal).
The relevant documents are attached to this page:

¢ United Arab Emirates Cabinet Decision No. (42) of 2018 'On Marking Tobacco and Tobacco Products'
« United Arab Emirates Federal Tax Authority Decision No. (3) of 2018 'On Implementing the Marking Tobacco and Tobacco Products Scheme'
¢ De La Rue 'DTS Interface for Manufacturers and Supply Chain Agents UAE' documentation

Code structure

Tobacco

Based on document Manufacturers Interface v1.1.pdf , the code will have the following format:
CC AAAAAAAAAAA PPPP (YYMMDDHH): 17 characters (25 with date)

Where:

e CC = 2 digit ISO country code of installation, e.g. AE for UAE.

e AAAAAAAAAAA = 11 character alphanumeric serial number with security element. 1Bn
(1,000,000M) unique values, likelihood of guessing > 1in 32k. Security algorithm can be switched
out.

* PPPP = 4 character identifier for Site, Product, Machine, Intended Retail market (country), and
Intended Shipment Route (for EU only) — Generated by DTS System. Approximately 1M unique
values.

¢ (YYMMDDHH) = Date Time ADDED BY MANUFACTURER (not generated by DTS System).

Beverage
In a foreseeable future, and only for the state of Oman, a new legislation for beverages will take effect.

The code will have the following format:
CC BBBBBBBB SSS PP (YYMMDDHH): 15 characters (23 with date)

Where:

e CC = 2 digit ISO country code of installation, e.g. OM for Oman.

 BBBBBBBB = 8 character alphanumeric serial number

e SSS = 3 character security code

¢ PP = 2 character product type

¢ (YYMMDDHH) = Date Time ADDED BY MANUFACTURER (not generated by DTS System).
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Codes and Code Ordering Flow: Inextor codes

For all markets which are, as of now, unregulated, there must exist a mechanism in the software used by the manufacturer which generates unique and secure codes, since
the traceability needs, though not mandated by state, still exist.

In that case, the only repository is the manufacturer's. Codes can be directly generated by the production line at the factory, and sent to that repository.
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Codes and Code Ordering Flow: Ecuador Codes

For the Ecuador market, a special regulation applies to the manufacturers of alcoholic beverages, industrial beer and cigarettes.

The manufacturers must pay the Impuesto a los Consumos Especiales (ICE), i.e. Special Consumption Tax, to the Servicio de Rentas Internas (State Internal Revenue
Service). They must apply CFS (codes called Componentes Fisicos de Seguridad, Physical Security Components) to the manufactured goods in order to provide traceability
and to prove payment. They can choose the ID Issuer as they wish, with the constraint that this ID issuer must not be a related party to the manufacturer. The higher levels
of containers (e.g. cigarette bundles) must also be marked and aggregation must be performed. No product subject to control will continue to the next marketing chain
without having the CFS marked and activated, as well as having been reported to the Tax Administration.

The ID issuer must provide identification, marking, tracking and tax traceability services to manufacturers and importers of goods taxed with ICE, and must generate
information on goods, either domestically produced or imported. They must also guarantee a certain level of security in the components that make up the solution. They
must transmit the relevant information to the Tax Administration in compliance with a given format and in a timely manner.

The interconnection mechanisms used between the supplier, the taxpayers and the Tax Administration must guarantee that the information complies with certain
parameters of confidentiality, security, integrity and availability. CFS must be unique, traceable, and if not activated, must be reported as such to the Tax Administration.

A mobile application for reading and providing information on codes must be provided.

When planning to commercialize a new type of product, manufacturers must request an ICE-SKU code from the Tax Administration. The CFS delivered by the supplier is
associated with the corresponding ICE-SKU product code. Goods that do not have the ICE-SKU product code generated will not be marked.

ICE-SKU codes consist of the following fields, separated by a hyphen between fields (total of 40 characters with codes and hyphens):

Description Length Type Remark

Tax code 4 char. Numeric ~ Codification of product according to product type, given by the State.
Category 3 char. Numeric ~ Category of product, given by the manufacturer.

Brand 6 char. Numeric  Given by the manufacturer

Presentation 3 char. Numeric ~ Code corresponding to the type of packaging (e.g. 'Pack of 20 cigarettes').
Capacity 6 char. Numeric ~ Product quantity (e.g. '1'). 000000 for cigarettes.

Unit of measure 2 char. Numeric

Country 3 char. Numeric

Alcohol content 6 char. Numeric ~ 000000 for cigarettes.

All elements must be completed with zeros to the left if they do not reach the specified length. All codes refer to a specific catalog table of correspondence provided by the
manufacturer (see chapter 13 of the attached document).

When generating CFS, during code activation, additional information must be generated and transmitted to the Tax Administration (see chapter 8 of the attached document
for more details). Equipment used by the supplier must allow to read and activate the CFS (automatic activation). The information of the activated CFS is then transmitted to
the supplier's database. This activation consists in reading the unique CFS code and registering it with activated status in the supplier's system. In automatic production
lines, the CFS is activated directly during the manufacturing process in the production plants.
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Today, the manufacturer prints the following information:

1. In the Datamatrix code (MR) we are printing the full code <ID-Issuer ID><Serialization part><Product description><Date&Time>
2. In the human readable part (as per Law) we are printing only <ID-Issuer ID><Serialization part> as short code
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Codes and Code Ordering Flow: Mexican Codes (SAT)

For the Mexico market, the manufacturer must order codes from the Servicio de Administracion Tributaria (SAT), use them and then report use to the SAT service (which is
an official Mexican state service). This regulation impacts production very little, since codes can be ordered without specifying for which product and on which line of
production they will be used.

The SAT provides a web-service that allows to download codes and send back reports.

The SAT codes can be downloaded by specifying the Company and Factory. Since there is no other info, this means that the code can be printed on any product. It's only
after printing that the information of the Product and Line must be reported back to the SAT service. Without this report, the printed codes will be invalid (which means that
the manufactured products they are printed on will be considered illegal).

The code is a 12 characters alphanumeric combination.
SAT codes lose their validity after 120 days: They cannot be printed on products manufactured after that time (if they are, the product will be considered illegal).

The relevant documents (the SAT's 'Fiscal Miscellaneous Resolution for 2015' and the 'Anexo 26-BIS de la Resolucion Misceldnea Fiscal para 2015') are attached to this
page. Information about the tobacco products regulation can be found on page 412 of the Fiscal Miscellaneous Resolution.
The validity period is referred in the screenshot "SatExpiration120Days.png". Translation:

Deadline for using security codes

5.2.33. For the purposes of article 19, section XXII of the IEPS Law, the security codes provided by the SAT, which have not been used within one hundred and twenty
calendar days, from the date on which they were authorized, will be without effect.

Once the period referred to in the previous paragraph has ended, the SAT will invalidate the security codes and they cannot be used. LIEPS 19, FMR 2023 5.2.2
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Codes and Code Ordering Flow: Prosefa Codes

The Prosefa Platform consists of an integrated system to support both physical stamping and Direct Product Marking of products in Angola that must hold a secure fiscal
stamp, such as tobacco and its substitutes, wines and spirits, beers and sugary drinks to be consumed in the domestic market, whether produced in Angola or imported.
The sealing of these products consists of the affixing of physical seals or direct marking on the packages, which include an exclusive and Unique Identifier (UID) for each
individual product package, which allows the individual tracking of each product unit placed on the market.

Each stamp with a Unique Identifier is declared on the Prosefa Platform as associated with a specific product by the economic operator who affixes it. The agencies
responsible for inspecting seals, economic agents and any citizen can trace the origin of a product to which they have access, validating its legitimacy by reading the
Unique Identifier attached to it, by consulting the Identification and Tracking System of the Prosefa Platform.

Many of the products covered by Prosefa may be sealed in their production lines using the Direct Marking of the packages, after being filled. Direct Marking to Product is
accomplished by engraving a Unique Traceability Identifier (UID), Direct To Print (DTP) on bottles, cans or other legally acceptable containers. With this option, no physical
tax seal label will be applied to the product. This option is suitable for high-speed production lines where the placement of physical seals may be inappropriate.

All Prosefa documentation can be found in AN - Documentation.

60


https://inexto.atlassian.net/wiki/spaces/REG/pages/399001011/AN+-+Documentation

Codes and Code Ordering Flow: TPD Codes

The Tobacco Products Directive (TPD) gives a set of rules mandatory for all tobacco products manufactured or sold in the EU.

Codes must be bought and printed on tobacco items. These codes are used for all TPD regulated markets. The composition of these codes depends on each ID issuer. For
a detailed description of these codes per ID Issuer, see ID Issuers Integration. For codes formats, see INEXPRESS Tobacco Tpd Code Formats.

There are two main entities involved: The manufacturer and the State Authority.

The state requires the manufacturer to mark its production with a certain type of codes which must be ordered from specific code issuers named ID issuers. The choice of
the ID issuer is determined by specific rules (market for which the production is intended, manufacturing country, etc.).

There are three types of repositories for codes and code information:

1. The manufacturer's private repository.
2. The Primary, which is a third-party repository, chosen by the manufacturer from a list of state-approved Primaries, used to deposit codes as a stage between the
manufacturer's repository and the Secondary. Some validation checks on the codes are performed in the Primary.
3. The Secondary, which is a sole repository, owned by the EU, for all codes from all manufacturers in the EU. Some validation checks on the codes are performed in
the Secondary, outside the scope of this documentation.
Manufacturers order codes from an ID Issuer, via a production order sent to the manufacturer's repository from the factory. This ID Issuer then sends codes to both the

manufacturer's repository which ordered them and to the Primary. The Primary sends these codes to the Secondary. When manufactured products enter the geographical
area of one of the EU countries, customs request checks from the Secondary and will not let the merchandise enter the area if these checks return invalid results.

The following diagram illustrates the process (diagram taken from the site Public Health | (europa.eu), file
https://ec.europa.eu/health/sites/health/files/tobacco/docs/2018_technicalspecifications_analysis_en.pdf).
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TPD codes lose their validity after 6 months: They cannot be printed on products manufactured after that time (if they are, the product will be considered illegal).

The official TPD directive can be found on the site of the European Commission. Dentsu's Secondary repository specifications can be found on Dentsu's site.
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Codes and code ordering flow: UK codes

Until end of 2020, United Kingdom was under the EU regulation defined by the Tobacco Product Directive (TPD).
Following the Brexit, United Kingdom put in place its own regulation for Tobacco products in 2 phases:
» Phase 1: starting from January 1st 2021, a transitory regulation went live. This first version was based on the existing TPD

regulation to minimize the impact of the change for the manufacturers.

* Phase 2: the final UK regulation was effective after June 30, 2022. It does not rely on the existing TPD regulation anymore.

What remains from TPD regulation &

During Phase 1, De La Rue was the ID Issuer for the UK regulation.

The code ordering API exposed by this ID Issuer was exactly the same under the UK regulation as the TPD regulation (same
properties, same validation rules).

De La Rue kept in its master data all registrations of EOIDs, FIDs and MIDs performed until end of 2020.

These registrations could still be used by factories located in EU, UK or Rest Of the World (ROW) to order codes from the UK ID
Issuer.

In Phase 2, Dentsu Tracking is the ID Issuer for the UK regulation, and offers a new code ordering API. All registered EOIDs, FIDs
and MIDs are kept, and new registrations must be done with Dentsu.

Northern Ireland is a special case: Northern Ireland is considered part of UK and EU in the same instance, so in this scenario UK
codes for Northern Ireland are considered as EU codes and no pairing is needed In order to be able to manage this exception,

Northern Ireland was given an ISO code of XI.
All other UK territories are treated like UK mainland.

The complete UK regulation can be found on page https://www.gov.uk/guidance/put-unique-identifiers-uids-on-your-tobacco-

products.
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Inextor: Production requirements

* Manufactured product, production orders, and ECR's
° Forecast

° Manufacturing market constraint
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Manufactured product, production orders, and ECR's

Table of contents

Manufactured product
Production Orders (PO)

External Code Reference (ECR)
ECR usage

ECR Example

Manufactured product

A manufactured product also referred to as product, is an item produced by the manufacturer, which has a name, a description,
an intended market, and other definable attributes (e.g. layouts, GTIN, price, all of which can be captured in the code printing

process.

Within Inextor, the manufactured product is defined on the Gate, and when sent to the Vault, must be matched and synchronized
with an SKU (Stock Keeping Unit) code.

The SKU is the Vault counterpart of the product; it was originally intended to give the possibility of having different names on the
Gate and on the Vault for the same item, the Product was supposed to reflect the factory's definition, and the SKU was supposed
to reflect the manufacturer's or the government's (in case of a governmental Vault) definition. Despite the initial potential of this
opportunity, it remains untapped, resulting in a current disconnect between Product and SKU that lacks utility. Nevertheless, the
concept has been put into practice, necessitating the definition and alignment of both structures. Consequently, the terms are

utilized variably, depending on the relevant entity—either Vault or Liz/Gate.

Production Orders (PO) »
A Production Order (PO) defines all the characteristics that need to be known before starting production:

« The material to be produced
o the Factory (Gate) where production has to be done

o The production line where production has to be done (which includes the printer(s) used) (this is needed only if the market
regulation requires for codes to be associated with a machine)

« The planned date and time of production
» The quantity of goods required

o The attributes relevant to the regulation(s) which governs the production.

When defining a PO, the mandatory characteristics are product, plus production line for production with external codes (regulated
markets), plus start date for TPD regulated markets. Depending on the regulation, other attributes can be optional or mandatory,
and some are user-defined. The data within the PO is used to order external codes from the ID issuer for regulated markets so
that production can be started from the Liz.

A Production Order inherits the characteristics of the product, the Liz and the Gate it references. The product itself inherits the
characteristics of the market it references, and of the Manufacturing Market Constraint (see Manufacturing Market Constraint **)

it references.
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Users can configure a PO by creating or editing the characteristics (except the inherited ones). For instance, if, for a certain kind
of product, price was not printed but the manufacturer decides to print it from a certain date, they can create a new characteristic
"Price" for all or some of their PO’s. Creating a new PO can be accomplished in two ways: either by starting from scratch or by
cloning an existing Production Order.

0 PO’s can have an end date, but it is informative only. In order for the software to consider a Production Order as unusable,
it has to be closed (or deleted, which is a form of archiving).

Management of Production Orders within Inextor is described in detail in section Gate Production: Production Orders

Known Synonyms:

o Work Orders or Orders (in Inexpress)

External Code Reference (ECR) #
How can the software minimize code costs, reduce codes waste and maximize code availability?
« By finding the highest common factor allowing several PO’s to use the same codes.

An ECR (External Code Reference) is a sub-list of the PO’s attributes and allows a set of codes to be used on any PO which has
the same ECR. It works as a highest common factor allowing two PO’s to use the same codes. The composition of this sub-list
depends on the regulation which rules that particular production. An ECR presents as the canonical concatenation of attributes
which will restrict the conditions under which the codes can be legally applied onto a product.

o ECRs are used only for regulated markets with external codes. In all other markets, there is no code ordering since there
are only internal codes generated by the software.

ECR usage &
ECRs are used for:

» Identifying available chunks of codes: In regulated markets, code orders are divided into chunks (continuous sets of codes) in
order to make the size of code sets more manageable. ECR is useful for identification of available chunks for one or several
PO’s, in order to determine the available quantity of codes that covers these PO’s.

o Generating forecasts for the uncovered parts of the Production Order (see Forecasts)

o External codes reservation during printing: In regulated markets, the Liz sends to the Gate a request for external codes using
the ECR associated with the order to be produced.

» Identifying chunks for one or several Production Orders for reporting purpose (e.g. identifying expiring chunks that could be
used by planned orders).

ECR Example &
Here is an example of ECR for a given production:
00000040329116-MP14-Pack-DE-False-FR-1-00003-18-93285-Titi Filter-28.1-00000040329116

e P0s.01 - Product code

e P0s.02 - Production line

e P0s.03 - Unit Type

¢ P0s.04 - Intended Route

e P0s.05 - Importation to EU (“False” if factory is located in EU)
e P0s.06 - Intended Market

e P0s.07 - Type of Tobacco product

» P0s.08 - Tobacco Product Identifier

e P0s.09 - Brand Name
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e Po0s.10 - Weight
e Pos.11- GTIN14

Any codes ordered for another production which has the same information as shown here can be used, even if other attributes are
not the same.
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Forecast

Table of contents

Business Summary

Code Consumption Forecasts
Definition: Forecast

Forecast Driver

When do forecasts run?
Examples
Case 1: for a particular ECR, there is only one valid production order

Case 2: multiple production orders share the same ECR

Business Summary ¢

Codes are expensive. As the exact amount of manufacturing waste is difficult to predict accurately, some code over-ordering is
necessary to be on the safe side and ensure the Production Order can be completed. While there are often leftover codes from
previous productions, it would be unwise to order additional codes and allow the older ones to go to waste. As incidents happen,
production orders must sometimes be rescheduled or reassigned to different manufacturing lines. A flexible system that
automatically reallocates codes between production orders is crucial. This ensures not only efficiency but also strict compliance

with regulations.

Code Consumption Forecasts »

Code consumption forecasts allow Inextor to limit excessive code ordering, optimize code usage, and reduce the costs. in the
current version of Inextor, forecasts (forecast driver) are mainly used for TPD regulated markets. In almost all other regulated
markets, code orders are managed manually. In non regulated markets, there is no code ordering since there are only internal

codes generated by the software.

© Definition: Forecast &

A forecast is a way to automate and optimize the ordering of codes from the Gate. It consists of what the Gate needs in
terms of codes in order to complete a production. There is no way to create, modify or delete a forecast, it is entirely

automated.

Forecast Driver

The Gate maintains a list of available codes. Inside the Gate is a component called a Forecast Driver which tries to match the
available codes to the Production Order (see examples below) by looking at the ECR (see ECRs): If two Production Orders have
the same ECR, the codes that have been ordered for one of them can be used by the other and vice versa. The Forecast Driver
then sends forecasts to the Vault for the Production Order if there are not enough available codes matching that Production Order.

The Forecast Driver on the Gate uses the following parameters to calculate the forecasts:

e Productions Orders (grouped by ECR):
o Requested Quantity
o Produced Quantity

o State: must not be closed or deleted to be taken into account
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External Code Chunks (available quantity).

When do forecasts run? »

Forecasts normally run periodically in the background. They can also be run at a specified time once a day, or be run
manually.

The frequency at which they run is configurable.

Forecasts only run on Production Orders (and thus on ECRs) that have been modified since the last run. In this case, the
forecasts are generated taking into account all open Production Orders with the same ECR as the modified ones.

Even if the values of the Production Order have not changed, saving that Production Order means it will be taken into account

by the next forecast run.

The user can activate an option which displays the forecast info (i.e., what codes will be ordered) whenever a Production Order is

created or modified. At any other time, there is no direct way to visualize this info.

A\ Important: This information is valid at the exact moment it is displayed. Any change in production will change the forecast

information.
2) Code Order Forecast Configuration = O X
(U Execution Time l 12:00 %:l
@ Periodicity | 0d0H2MO=0ms |
Last scheduled run 23/08/2020 15:12:10
PO Slice Period | 1dOHOMOsOms |
Stock Max Forscast Period | 30d0HOMOs0ms |
Slicing Strategy ‘ SameQuantityPerSlice v

Display forecast info when PO saved in GUI (V]

| Generate Forecasts | | OK | | Cancel ]

Validation results; v Sucocessful

figure 1: Code Order Forecast Configuration UI

For the forecasts to be accurate, the Production Orders which are no longer used must be closed. If a Production Order is not

closed and has not been completely filled, the forecast driver will take into account this Production Order and will order enough

codes to complete it, even if the end date of this order has been reached and even if there is no production planned for it. This can

result in the ordering of too many codes.
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Examples &

Case 1: for a particular ECR, there is only one valid production order &

When, for a particular ECR, there is only one valid Production Order, the forecast logic is to order:
ForecastQuantity = RequestedQuantity - ProducedQuantity - AvailableQuantity.

If it is a negative number, it will be 0.
Examples:
1. The operator creates Production Order A. It has a requested quantity of 10000, the produced quantity is 0, the available

quantity is 0. The forecast quantity will be 10000 - 0 - 0 = 10000.

2. The operator opens existing Production Order B, edits its description and saves it. Forecasts will run on this PO (since it has
been modified). The requested quantity is 10000, the produced quantity is 2000, the available quantity is 1000. The forecast
quantity will be 10000 - 2000 - 1000 = 7000.

3. As in the previous case, operator edits Production Order C in order to change its description (or some attributes that does not
change the ECR). The forecasts will then run on this PO (since it has been modified). Production Order C has requested a
quantity of 10000, the produced quantity is 11000, the available quantity is 0. The forecast quantity will be 10000 - 11000 - 0 =
-1000, so since it's a negative number, it will be 0. The customer would have to set a requested quantity greater that what he
produced (in our example at least 11000) in order to trigger an order.

Case 2: multiple production orders share the same ECR &

When multiple Production Orders share the same ECR, the forecasts are calculated by taking Production Orders one by one,
ordered by start date (take first Production Order that should be produced first), and using the same equation as in case 1for
each Production Order successively.

Example 1:
May 2020, ECR XYZ with 3 Production Orders, the available quantity is 10000:

o Production Order 1, start date May 5 2020, the requested Quantity is 5000, the produced quantity is 1000
» Production Order 2, start date May 6 2020, the requested quantity is 6000, the produced quantity is 7000
e Production Order 3, start date May 7 2020, the requested quantity is 7000, the produced quantity is O

Calculation of forecasts if the operator edits one of these 3 Production Orders (without changing the ECR):

o Production Order 1: Needed quantity = 5000 - 1000 = 4000. This will be taken from the available quantity of 10000. Forecast:
0. Remaining available quantity: 6000.

« Production Order 2: Needed quantity = 6000 - 7000 = -1000 - 0. Forecast: 0. Remaining available quantity: 6000.

o Production Order 3: Needed quantity = 7000 - 0 = 7000. Taking 6000 from remaining available quantity. Missing: 1000.
Forecast: 1000.

Thus, there will be a forecast of 1000 codes for ECR XYZ, with a forecast quantity of O for Production Order 1, a forecast quantity
of 0 for Production Order 2, and a forecast quantity of 1000 for Production Order 3.

© Important: This order of 1000 codes would have been avoided if one of the following actions had been taken:

1. Close Production Order 2 before it overproduced. If it had produced 6000 instead of 7000 codes, there would have
been enough codes to cover the needs of the two other Production Orders

2. Or lower the requested quantity of the other Production Orders. For example, if the requested quantity of Production
Order 3 was set to 6000 instead of 7000, there would be enough codes available and the final forecast quantity would
be O

However, once ordered, the 1000 codes will be available for all Production Orders with the same ECR XYZ.
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Example 2:
Three Production Orders with ECR ABC, the available quantity is O:

» Production Order 1, the requested Quantity is 5000, the produced quantity is 5000
« Production Order 2, the requested quantity is 6000, the produced quantity is 7000
o Production Order 3, the requested quantity is 7000, the produced quantity is 6000

We see here that the total requested quantity of all these 3 Production Orders was 18000. In total, 18000 codes were produced.
However, Production Order 2 overproduced by 1000 codes. Production Order 3 produced 1000 codes less than its requested
quantity.

If the production is considered as over (there is no intention to manufacture this product), these 3 Production Orders should all be
closed (Production Order 3 should be closed first).

If it is not the case and an operator edits one of these Production Orders, the forecast calculation will run, and the Gate will order
1000 codes. This is caused by the fact that Production Order 2 overproduced by 1000 codes, and the Gate considers that
Production Order 3 will need 1000 codes to finish producing its requested quantity of 7000 codes. Again, to avoid this order of
1000 codes, all Production Orders should be closed, or the quantity of Production Order 3 should be lowered.

Example 3:

May 2020, ECR DEF with 3 Production Orders. Production Order 1 has 5000 codes available before producing, and the remaining
quantity from other closed Production Orders which had the same ECR is also 3000 codes. So before Production Order 1 starts
producing, there is a total of 8000 codes available:

o Production Order 1, start date May 5 2020, the requested Quantity is 5000, the produced quantity is 7000

o Production Order 2, start date June 20 2020, the requested quantity is 6000, the produced quantity is O (future planned
production)

o Production Order 3, start date July 15 2020, the requested quantity is 7000, the produced quantity is O (future planned
production)

Calculation of forecasts if for example Production Order 3 is modified:

e Production Order 1: Needed quantity = 5000 - 7000 = -2000 - 0. Forecast: 0. Remaining available quantity: 1000 (8000 codes
were available before Production Order 1 started production).

o Production Order 2: Needed quantity = 6000 - 0 = 6000. 1000 codes taken from remaining quantity. Forecast:
5000. Remaining available quantity: 0.

« Production Order 3: Needed quantity = 7000 - 0 = 7000. Forecast: 7000.
Following the forecasts calculation, the Vault creates two orders:

» 5000 codes planned for June 20 2020

e 7000 codes planned for July 15 2020

For the code orders planned in the future, the Vault will not order with the ID Issuer until some time before the start date. Thus, if
one of these codes orders is not needed anymore, it should be blocked on the Vault, and the corresponding Production Order on
the Gate should be closed. Then, a new forecast will arrive and will delete the code order on the Vault corresponding to the
closed Production Order on the Gate.

In our example, if Production Order 2 is closed, the remaining quantity of 1000 codes is allocated for Production Order 3, and a
new forecast of 6000 codes for July 15 2020 is generated.

On the Vault, the two previous code orders are updated/deleted and replaced by a single code order:

e 6000 codes planned for July 15 2020
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Manufacturing market constraint

How does the software know Vault roles and attributes?

« By defining a rule: The Manufacturing Market Constraint (MMC), which defines which Vault does what, and where messages

and Forecasts must be sent.

The Gate supports multiple connections to Inextor Vaults reference section The Vault for details. If only one Vault is connected to
the Gate, that Vault will be defined as both primary and secondary. If two or more Vaults are connected to a Gate, one Vault must
be defined as primary and the other(s) as secondary. Forecasts (reference section forecast, for details) will be sent to the primary

Vault. When creating a dynamic Content (reference section Concepts and Workflow Printing: Templates and Layouts, for details),
the type of Vault (primary or secondary) to which the internal codes generated by the software will be sent from the Gate must be
defined.

The Manufacturing Market Constraint (MMC) is a rule created on the Gate. It is defined for one or more markets (usually only
one), and will define how many Vaults are involved and their roles (primary, secondary or both (reference section The Vault for

details).
Examples &

Example 1

Product XYZ is marketed in Germany, subject to TPD regulation. There is only one INEXTOR Vault. The Manufacturing Market
Constraint for product XYZ, market Germany, will define the Vault as both primary and secondary.

Example 2

Product ZYX is marketed in Switzerland, subject to Swiss regulation, where the governmental Vault is supplied by Inexto. The
manufacturer's Vault is managed by Inexto, the governmental Vault is managed by a third party. There are therefore 2 Inextor
Vaults, one private (the manufacturer's), and one governmental. The Manufacturing Market Constraint for product ZYX, market
Switzerland, will define the manufacturer's Vault as primary and the governmental Vault as secondary.
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Inextor: Serialization

Serialization is the assigning and application of a unique code to each produced unit of each product. This allows linkage to
detailed information about the product: Factory where it was produced, production line, time stamp, etc.

Codes @
Code composition is governed by detailed prescriptions.
For more information on codes, see page Codes and code ordering flow .

For detailed information about the GS1 (Global Standards 1), see the GS1 association site.

For detailed information about the GTIN (Global Trade Item Number) standard, including its predecessors EAN (European Article
Number) and UPC (Universal Product Code), see the GTIN site.

For detailed information about the SSCC (Standard Shipping Container Codes), see the_relevant page on the GS1 site.

For detailed information about Data Matrix codes (graphical), see the_relevant Wikipedia page.

For detailed information about Barcodes and in particular Dot codes, see the_relevant Wikipedia page.

For detailed information about the American National Standards Institute (ANSI) and the International Organization for
Standardization (ISO), see the ISO association site.

A\ To encode GS1 strings, you can use @ EPC Encoder/Decoder | GS1

Printing @
The actual printing of the code is done with dedicated specialized printers.

It is possible for a manufacturer to use a serialization station, which includes all the components needed for printing and
checking: Printers, cameras, software, reject station, quality grading apparatus (see the GS1 site page on grades).

They can alternately choose to assemble their own system with separate components.

Verification @

Once the codes have been printed onto the produced items, it is essential to verify the accuracy of the printing. Manufacturers
typically install cameras along the production line for this verification process, which also serves aggregation purposes.
Verification can range from simple checks ensuring that the code has been printed without any blank spaces to more advanced
methods, such as using dedicated software linked to the camera to read the code and validate it against the repository data.
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Inextor: Printing

° Templates and layouts
° Multiple regulation production
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Templates and layouts

Table of contents

Inextor printing terminology defined
Template and injection point relationship
Template, layout and content relationship
Data flow from the Gate to the Liz

Inexpress
How can we tell the printer what to print?

« By defining a set of concepts for that purpose.

Inextor printing terminology defined »

The below table lists the common terminology associated to the printing aspect of the Inextor solution.

Term

Layout

Injection Point

Template

Description

A layout defines a reference of the type of product that will be printed. It can define
what data will be consumed during its production, whether actually printed or
transmitted to other track & trace systems. The layout can also impose data to be
printed (Required Content, see below). Layouts are defined per product and per
hierarchy level (package, bundle, etc.). Several products can have the same layout.
Layouts are not device-dependent.

Example:

Layout 1 requires price, TPD code and time stamp to be printed. Layout 2 requires
only TPD code. Layout 3 does not require any information.

Injection points are set areas on the label where production data will be printed.
Example:

In Figure 1: Templates and Injection Points below, the data holders include text boxes
(i.e., Text 1and Text 2), a barcode, and a bitmap.

A template can be seen as the representation of a label and is printer-specific. Each
printer model has its language. Most printers offer a graphical design application
which makes designing a template easier (otherwise, the template must be specified
using a programming language accepted by the printer). A template is materialized
as a template file plus a list of injection points (see definition above). The template
can contain variables which will be instantiated at production time (e.g. code printed,
time of printing, etc.).

Each template is defined for a specific device (printer). The repository for templates
is located on the Gate.
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Content

Layout Implementation

Commissioned As

A Content consists of one piece of information that will be used during a

production (e.g. code, batch number, expiry date, GTIN...). A Content can be variable
within a Production Order (e.g. code, time stamp) or constant within the Production
Order (e.g. price, factory identifier, production identifier).

An injection point can only be informed with one Content.
There are several types of contents:
¢ Static: value generated once at the beginning of the production (e.g. Production
Order property like price)
¢ Dynamic: value can change once per printed item (e.g. TPD code, SUPI, CRPT
code, date & time, shift-codes, etc.)

e Formatted contents: Concatenation of several contents into one string (e.g. code

+ time stamp)
e Scripted contents: Defined by a .net program applied to simple contents (e.qg.
splitting a code, or applying a condition on it)

Management of contents is done in the Gate.

A detailed description of Contents can be found in Contents.

Content: required or not required

If a content is required in a layout, then any implementation of this layout (see below)
will have to use this content, thus guaranteeing that the value of this content will be
printed.

A non required content will be generated by the Liz during production. It can
therefore be used by other contents like scripted or internal ones, even if it is not
printed.

A layout implementation consists of:

e The layout

e The device configuration (which defines what driver will be used and its default
parameters)

e The template (which has the injection points)

* The contents

It is thus an implementation of a Layout for a given printer (using a particular
template). Therefore, you can have one Layout implemented for multiple printers.

Note that you cannot have multiple implementations for the same printer and the

same Layout using different templates.
This mechanism allows reusing templates for several products.

Example: In order to print the machine-readable code, the human-readable code, the
timestamp and the string of characters 'RRR3-4' on product XYZ with printer ABC, a

layout implementation is defined.

For explanations about using the layout implementation, see Printing: Layout

Implementations.

"Commissioned as" is a contents tag in the layout. It can take the following values:

* MR code: Machine readable code (code level 0)

e HR code: Human readable code (code level 1)
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¢ Paired code (code level 2, used for double regulation DLR/TPD where the DLR
code is only commissioned while the TPD code is both printed and commissioned)

¢ Doubled code (code level 3, used for double regulation CRPT/TPD where both
codes are printed and commissioned)

¢ Utility code: machine-readable code used temporarily as a replacement of
another machine-readable code placed in another position which is not readable
due to manufacturing process (see Inexpress - Codes)

Template and injection point relationship ¢ Template, layout and content relationship ¢
The following diagram shows the relationship between The following diagram shows the relationship between
template and injection points. template, layout implementation and contents.

Contents
Editor '"LEOCit'i]:n Content mf:-'mi fw\wm
s GTIN 14
= DATE
oy A= 8UPI 12
( CSUPI 12 CSUPI 12
 JOIDROANT v

Figure 1: Templates and Injection Points Figure 2: Templates, layout implementation and contents

Data flow from the Gate to the Liz »

Figure 3: Data from the Gate to the Liz shows how the Gate pushes information to the Liz, the Liz then uses the Batch Recipe in
order to generate the codes:
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Figure 3: Data from the Gate to the Liz

The workflow then goes as follows:

The Liz will first get the master data corresponding to the order it is about to produce from the Gate (product, template,...)

according to the printers that are enabled on the line. It will build and validate the production characteristics based on this

master data and the capability of the line. Each printer has its own settings (e.g. throughput, number of input codes it can

buffer, darkness, capacity of multi-printing on several packs at a time, etc.). There can be several printers (one per unit type:

packs, bundles, etc., and sometimes several per unit type), all controlled by the Liz.

If the production involves external codes, the Liz asks the Gate for the external codes. The Liz also generates internal codes

(SUPIs), one for each produced item, and sends updates of production which contains the last databaseld indicating the last

minute of the production. The Gate and Vault are able to verify codes or rebuild them based on this information (this is done

after the production is effectively started).

Production starts from the Liz. When the Production Order starts on the production line, the Liz sends the template (which is

constant throughout the Production Order) to the printer and uses the layout implementation to generate the contents

(amongst which the codes).

In a second phase, the Liz will also send the generated codes in to fill the printer's buffer with codes (or other variable

data). The Liz regularly polls the printer in order to know if it needs more codes.

The printer prints on items by combining the template with the contents.

Periodically, the Liz sends information to the Gate which in turn sends it to the Vault:

o Production update to the Gate (see second point above)

o When printing external codes, it sends code pairing ranges associating a range of code to a range of SUPIs, thus allowing
external code verification.

o When printing external codes, it sends and update of the chunk status and of the number of codes used in the chunk.

o Code statuses, in order to indicate if a code has been generated, sent to printer, printed, or cleared.
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Before production's start, the Gate itself tries to detect if the contents are compatible with the intended market referenced in the
PO. However, detection is not perfect, because this is sometimes very difficult to check (especially with scripted contents).

Inexpress @

If the Inexpress driver is activated, the Liz sends all the printed codes to Inexpress (in order for Inexpress to be able to verify
commissioning and aggregation, see Aggregation). In order to know which codes to transmit and how to do it, the Liz will refer to
the Layout used for this production. The contents defined in it can be tagged to be forwarded to Inexpress. This tag used to be

called "Code Level", and is now, for clarity, called "Commissioned as".

All tagged codes are sent to Inexpress.

78


https://inexto.atlassian.net/wiki/spaces/S3RRG/pages/395806476

Multiple regulation production

Code pairings ¢

A Code Pairing is a match between 2 types of codes. Known combinations are:
« TPD/DLR

e TPD/CRPT

« Any regulation/SUPI (internal)

Code pairings are always sent to the Vault. In the case of a regulated market production, there is always a pairing of internal code/external code.

Production in EU for a DLR market »

Both the TPD codes and the DLR codes must be ordered and used however, only the TPD code is printed (the DLR code is consumed). More precisely, the DLR code is tagged in the
layout contents and thus not printed but used (see Templates and layouts ), and the TPD code is printed and also used in the layout implementation. Due to code pairing, the DLR

codes, even if not printed, will be recognized as part of the production when verified.

Production in EU for a CRPT market »

Both the TPD codes and the CRPT codes must be ordered, used and printed. This creates a challenge regarding the available space on the packaging for printing both codes.
Consequently, major manufacturers with factories in multiple countries tend to steer clear of this situation. However, some small manufacturers cannot avoid it, so they have to increase

the printing area size, which slows production down.

Production in EU for UK market or Production in UK for EU market »

Both the TPD codes and the UK codes must be ordered and used. However, only the TPD code is printed (the UK code is consumed).More precisely, the UK code is tagged in the layout
contents and thus not printed but used (see Templates and layouts ), and the TPD code is printed and also used in the layout implementation. Due to code pairing, the UK codes,

even if not printed, will be recognized as part of the production when verified.

Exception: If the destination market is Northern Ireland, only UK codes are ordered and printed, there is no TPD codes and therefore no external pairing.

Others »

At the present time, no other double regulation production is known.In the event that a situation arises, the Inextor software does not require modification; it simply needs to be

configured appropriately.

Example of multiple regulation consumption

Gate 10

200000 e — Gate UAE
= zmo

— LzuRE

175000 T

150000 o Test printer crashed

inate

125000

Cade quantity
8

75000

__Liz Autonomy
target

25000

251130 2371145 251200 251215 251230 25 1245 251300 251315 251330 25 1345
Time

Figure 1: Multiple regulation consumption example

Example with real values:

TPD and UAE (DLR) codes are consumed. At the start, there are more UAE codes than TPD. In the middle of the production, we increase the Liz Autonomy target. The change takes
effect on the Liz after one complete cycle. Following this, the Liz retains a greater number of codes in its memory. As the end approaches, the Gate lacks sufficient TPD codes, this is the

reason why the TPD quantities for both the Gate and Liz are aligned.
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Aggregation is the action of linking child units to a parent unit, by establishing a hierarchical relationship between them. In the Inexto world, this
means a sequence of bundling, as described in this diagram:

Inextor: Aggregation

O Inexto Olnexto
TN U]
— Olnexto Olnexto Olnexto
m r
g
! - I 1]
Figure 1: Aggregation configuration
Item Bundle Master Case Pallet
Packaging Packaging used to Master case containing a configuration of Palettized configuration of the master case
that contain a configuration multiple bundles
contains of multiple items.
the
manufactur
ed product.

Inextor can print codes on units of any unit type. Inexpress (which is the aggregation validation component of the Inexto Suite) gets aggregation
messages (i.e., messages indicating which child units have been aggregated into which parent unit) from the production line. There is an interface

between Inextor and Inexpress which allows Inexpress to send aggregation messages to Inextor, so that Inextor can update the code status
(see Inextor: External and Internal Codes) to "Aggregated".

Any other aggregation management task lies outside the scope of Inextor and therefore of this document.
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inextor Navigation Map**

~ Complete Lifecycle

Install Central System
Onboard MAN/GOV

Install Factory System
Install Line System

Perform Product Integration
Prepare Product Printing
Plan Production Order
Execute Production

Verify Codes
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Complete Lifecycle

What do you want to do? Choose among the following lifecycle steps, and click on the step which interests you:
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Install Central System

To install the Central System (Vault), first perform a general installation, then, according to the regulations you need to follow, perform one or more specific installations.
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Onboard MAN/GOV

To onboard a Manufacturer or a Government, first follow the mandatory steps, then, if you need to follow the TPD regulation, register EOID/FID.

85



Install Factory System

To install the Factory System (Gate), first perform a general installation, then, according to the regulations you need to follow, perform one or more specific installations.
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Install Line System

To install the Line System (Liz), first perform a general installation, then, according to the regulations you need to follow, perform one or more specific installations.
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Perform Product Integration

Background
Products need to be defined in the INEXTOR Gate before some production orders can be created and started.

Product records do not necessarily need to contain all the attributes that are required for production (for ordering codes, and printing, for each regulation). But, if they
don't, the missing attributes will need to be specified when the Production Order is created.

When a ERP or MES system exists at the manufacturer, it is common to define the products with minimal information, and supply the bulk of the attributes directly in each
Production Order.

On the other hand, when no ERP or MES system exists, it makes sense to maintain all attributes in the Product, so that the manual PO creation on the Gate is a lightweight
operation.

So, depending on existing IT systems, where the manufacturer intends to keep his Reference Data (Single Source of Truth), and the processes that he wants to follow,
different technical solutions can be designed.

Technical solutions for importing product data

Manufacturers can choose between different approaches:

¢ Manually create and update the product data using the Gate Administration GUI. This approach is viable for a small number of products, and is the only choice if the
information does not exist in any electronic reference data system (if the information is on paper only).

¢ Manually import existing Excel files containing the product data.
¢ Setup automated Production Integration on the Gate.

When they decide to setup Product Integration, manufactures can choose 2 alternatives:

* Develop some software client to push the product data using the Gate web-service ExternalServiceDriver.
¢ Develop some SQL views to extract the product data from an existing database.

Refer to Gate Integration Developers: Data sources and flows.
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Prepare Product Printing

In order to be able to print, you must prepare templates and layouts. According to the regulations you need to follow, specific layouts may be needed.
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Plan Production Order

Before producing, you must prepare production.
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Execute Production
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Verify Codes

92



